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VY ckiany ca unanom 116. 3akoHa o mHpopMannoHnoj 6e30eaHocTr Hanmonanau 1ieHTap 3a
npeBeHnnjy 6e36eaHocHnx pusuka y UKT cucremuma (y nasbem tekcty: Hanmonamau LIEPT)
je, moueB oA janyapa 2024. roauHe, NPUKYIJba0 CTATUCTHYKE MOJATKE O CBUM HHIMICHTUMA
y UKT cucremuma ox moceOHor 3Hauaja 3a 2023. rogumny. OBuM oapenbama 3akoHa
oneparopu MKT cucrema on moceOHor 3Havaja obaBe3anu cy na Hanmonamnom I[EPT-y
J0CTaBe TayHe cTaTUCTHUKe mojaTtke o cBuM uHnuaeHtuma y UKT cucremy 3a mperxonny
roJIMHy HajkacHHje a0 28. hedpyapa Tekyhe roauHe.

Bpcry, dopMy u HaumH nocraBibama oBuX monataka Harwonamnu HEPT je yTtBpauo
[IpaBuiHUKOM 0 BpcTH, GOPMHU U HAUHMHY JOCTaBJbamba CTATUCTUYKUX mofataka (,,Ciyx0eHn
rnacHuk PC*, 6poj 76/20) xojum je nponucad u O6pasan VCII - M3BemTaj 0 cTaTUCTUYKUM
nomanuMa o cBuM uHIMAeHTHMa Yy MKT crucremuma of moceOHOT 3Ha4aja, a KOjH, MOpen
nonataka o omneparopy MKT cucrema on moceOHOT 3Hauaja, CaapKd W JUCTYy WHIMICHATA
nmpemMa BpcTama.

[Tomanm cy pnocraBibeHH Kpo3 BeO ammkanujy (Cnuka 1) kojy je Hammonamnum IIEPT
ycnocraBuo. Oneparopuma UKT cucrema ox moceOHOT 3HaYaja je JOCTaBLEHO U YITYTCTBO 32
KpeHpame Hajlora M JOCTaBJbalbe CTAaTUCTHUYKUX I0JIaTaka KOje CaApKH MpPErnopyKe Hu
CMEpHHUIIE KOjuM Om Tpebajgo Ja ce pPYKOBOJE AaJIMHUHUCTPATOPH CHUCTEMA MPUITHKOM
yTBphHBama KapaKTepUCTHKA CTBAPHOI HETAaTHBHOT yTHIAja CBUX BpPCTa Halaja HAa HHUXOB
UKT cucrem. Ha oBaj nauun je Hanmonannu LIEPT npykuo noapuiky onepatopuma MKT
crcTeMa y MCITyHhaBamy OBE 3aKOHCKE o0aBese.
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HosocTtun ObaBewTera Mpenopyke My6nukauuje UssewrTajn Peructap Mocebuux LLEPT-oBa

Hacnosxa // Obagewerba
11. Janyap 2023 5. Janyap 2023 28. leuembap 2022
Kako npenosHaTH QuMHr Kamnarba “3a 6es6egHuje MKT cuctemu og noceéHor
nopyke npasHuke” 3Hayaja - nogHowetbe

CTaTHCTHUNKOT usbeunaja

DeTamHuje LetamnHuje LetamHuje

22. Hosem6ap 2022 15. Hosem6ap 2022 13. OxTo6ap 2022

DUWKMHT Kamnarba Ha DejcbyKy MonoBso akTyenHe SMS npesape MNpenopyke Hauwoxanwor LIEPT-a
Koja 3noynoTpe6/basa Hasus 3a KOPHCHHKE MOLTAHCKUX 3a NpeBeHTUBHY SalITUTY K
HapopHe 6atke Cpéuje ycnyra onopasak oa DoS u DDoS Hanaga
LetanHuje LeTtamHuje Letamnuje

i 2 | 3|4 |5)|6)|7| 8|9 | HAPEOHA

Hacnosxa // lNpujaBa KOpUCHUKA

lMpujaBa KOpUCHUKA

WMejn appeca *

Mosba 03HaYeHa 38e3aMLIOM (*) cy o6aBe3Ha 3a NonyrbasBarbe.

Cruxa 1 - Beb anauxayuja 3a 00cmasmare Cmamucmuikux nooamaxd
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1. Oneparopu UKT cucrema ox mocedGHOr 3Ha4aja

Omneparopu MKT cuctema on moceOHOT 3HAuaja Cy MpaBHA JIMIA, OPraHd BIIACTH WIH
opranuzanuone jeauHuie oprana Biuactu koju kopucre UKT cuctem y okBupy cBoje
JIeNIaTHOCTU. 3akoHOM 0 MH(popMalnoHoj 6e36enHoctu nedunucane cy specre UKT cuctema
0]l ToceOHOT 3HaYaja:

1) HUKT cucremu o1 moceOHOT 3Ha4aja KOji ce KOPUCTE y 00aBJbarby MMOCIOBA y OpraHuMa
BJIACTH

2) UKT cucremu o1 moceOHOr 3Ha4aja KOjU Ce KOPHCTE 3a 00pajy MOCeOHUX BpCTa
1oJaTaka o JMYHOCTH, Y CMUCIY 3aKOHA KOjH ypehyje 3alTuTy rnojataka o JH4HOCTH

3) UKT cucremu Koju ce KOpPHUCTE Y 00aBJbamy JEIaTHOCTH OJ OIILUTEr MHTEepeca U
JPYyTUM JlelaTHOCTUMa U To y ciieaehum obnactuma:

7.
8.

ok wdpE

Enepreruka

Cao0pahaj

3/1paBCcTBO

BankapcTBo u prHaHCHjCKA TPXKHUIITA

Jururanaa uadpacTpykTypa

JloOpa ox ommrer mHTepeca Kopuiiheme, yrpaBibame, 3alITHTa U yHarpeheme
nobapa of omTer HHTEpeca (Boje, MyTeBH, MUHEPAITHE CHPOBHHE, IIIyMe, TUIOBHE
peke, jesepa, obaie, Oame, TUBJbad, 3amTHheHa moapyyvja)

Ycenyre nHGOpMAIIMOHOT APYIITBA

Ocraine obnactu

4) UKT cuctemu o1 moceOHOT 3Ha4aja KOjHi ce KOPUCTE Y IIPABHUM JIHIUMa U YCTaHOBaMa
Koje ocHuBa PenyOnuka CpOuja, ayTOHOMHa NOKpajUHAa MM JEJMHULA JIOKAJIHE
caMmoyIIpaBe 3a 00aBJbambe JIeNaTHOCTH OJ1 OILITET HHTepeca

Jlucta nenatHocTH y obnacTuma y KojuMa ce 00aBbajy JEJIaTHOCTH OJ OMINTEr WHTEpeca
neduHucana je Ypeadoom o yTBphuBamy JUCTE AENAaTHOCTU O] OMIITET HHTEpeca U Yy KOojuMa
ce KopucTe HHPOPMAIIOHO-KOMYHUKAIIMOHHU CUCTEMH O] moceOHor 3Hauaja (Tabema 1).

EBuneniynjy onepatopa HWKT cucrema on mnoceOHor 3Hayaja Bogu MHMHHCTapCTBO
nHpOpMHCamka U TeIEKOMyHUKaIHja, a [IpaBUTHIKOM O MmojaMa Koje Caap KU eBUCHIIN]a
oreparopa MH()OPMaIMOHO-KOMYHHUKAIMOHUX CHUCTEMa OJi OCEOHOr 3Hayaja yTBpheHU cy

nmojaIy Koje oBa EBuaeHIN]a caapKu.

J0EPA Of] ONILTEN MHTEPECA YC/YTE MHOOPMALIAOHOT IPYIITBA  ENIEKTPOHCKE KOMYHWKALIMIE

[C\

NPOM3BO/HLA, IPOMET W MPEBO3
HAOPYXAH:A M BOJHE ONPEME

Cnuka 1.1 - UKT cucmemu 00 nocednoe 3nauaja
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JIMCTA JEJATHOCTH

Obaacr HemaTHocT
1) EHEPT'ETUKA (1) npousBoama, MPEHOC U - IPOU3BO/IHha CICKTPUYHE
JTUCTPUOYIIHja ETIEKTPUUHE eHepruje:
€Hepruje, y CMHUCIy 3aKOHa - cHab/ieBame eJIEKTPUUHOM

KOjUM ce ypehyje eHepreTtuka: | eHeprujoM, ykJbyuyjyhu
CHa0JIeBambe Ha BEIIHKO;

- IPEHOC U YIIPaBJbambe
MIPEHOCHUM CHCTEMOM
CJIEKTPUYHE CHEPTHje;

- TUCTpHOYIIHja eIEeKTPUYHE
€HEepTUje U yIpaBJbarbe
TUCTPUOYTUBHUM CHCTEMOM
CJIEKTPUYHE CHEPTH]E;

- yIpaBJbambe OPraHu30BaHIM
TPXKHUIITEM EIEKTPUIHE
eHepruje.

(2) mpousBoama U mMpepaaa
yIJba, Y CMUCITY 3aKOHA KOJUM | - €KCILIOATaIja yIiba.

ce ypehyje pynapctBo:

(3) ucrpaxupame, - EHEepreTCKe JeNaTHOCTH:
NPOM3BOAA, IIPEpaja, NPOM3BOMA IepuBaTa Ha(Te;
TPAHCHOPT U AUCTPUOYIHja TpaHCHOPT HadTe

HadTe U mpoMeT HadTe U HaTOBOAKMMA; TPAHCIIOPT
HaTHUX JlepuBaTa: JepuBaTa HadTe

MPOTYKTOBOJMMA; TPAHCIIOPT
HadTe U nepuBat HadTe
JpyruM odauuma
TPaHCIIOPTA; TPTOBHHA
Ha(dTOM U JepuBaTUMa HadTe,
y CMUCITy 3aKOHA KOJHM C€
ypehyje eHepreTuka;

- eKcIutoaranuja Hare, y
CMHCITY 3aKOHa KOjUM ce

ypebyje pynapcrso.
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(4) uctpaxxupame,
MIPOU3BO/IHHa, IPEPaa,
TPAHCIIOPT U JUCTpHOYIHja
MPUPOIHOT U TEUHOT raca:

- cHabeBambe MPUPOTHIM
racoMm, y CMUCITy 3aKOHa
KOjUM ce ypehyje eHepreruka;
- jaBHO CHa0O1eBambe
NPUPOIHUM TaCOM, Y CMHCITY
3aK0Ha KOjuM ce ypehyje
CHEePreTHKa,;

- TPAHCHOPT MIPUPOTHOT raca
Y YIIPaBJbamkhe TPAHCIIOPTHUM
CHCTEMOM 32 TIPUPOJHHU Tac, ¥
CMHCITY 3aKOHa KOjUM Ce
ypelyje eHepreTuka;

- TUCTpUOYIIHja IPUPOTHOT
raca M ynpaBJbambe
JTUCTPUOYTUBHUM CHCTEMOM
IPUPOIHOT Taca, Y CMUCITY
3aKOHA KOjuM ce ypehyje
CHEepreTHKa;

- CKIIQIMIITEHE U yTIPaBIhabhe
CKJIQIUIITEM IIPUPOJIHOT raca,
y CMUCITy 3aKOHA KOJUM C€
ypelyje eHepreTuka;

- eKCIUIoaTalrja MPUPOJTHOT
raca, y CMHUCITy 3aKOHa KOjUM

ce ypehyje pynapctso.
2) CAOBPARAJ (1) xene3nuuku caobpahaj, y | - ynpaBbame JaBHOM
CMHCITy 3aKOHa KOJUM Ce KEJIE3HNIKOM
ypebyje xene3nuna: UHPPACTPYKTYPOM;

- JaBHU TIPEBO3 Y
KeJe3HHUKOM caoOpahajy.

(2) momrrancku caodpahaj, y
CMUCITy 3aKOHa KOJUM ce
ypebhyje nomrrancku
caobpahaj:

- TIOWITAHCKE YCIyre Koje
o0aB/ba JaBHHM  TOIITAaHCKH
oreparop.

(3) BogHu caobpahaj, y
CMUCITy 3aKOHa KOJUM ce
ypehyje ioBua0a u Iyke Ha
YHYTpAIIBUM BoJlama:

- TEXHUYKO OJIP’KABaAIhHE
MehyHapoaHHUX,
Mehyip>kaBHUX U Ip)KaBHUX
BOJIHUX ITyTEBA;

- yrpaBJbame JyKama 1
MPUCTAaHUIITHMA U JTy4YKa
JIeNaTHOCT.

(4) BaznymrHu caobpahaj, y
CMHCITY 3aKOHA O Ba3JyIlIHOM
caobpahajy:

- ApOJPOMCKE YCIIyTE;
- KOHTpOJIa JIeTeHa;
- JaBHU aBHO-TIPEBO3.




¢

CPE-LIEPT

Hzeewumaj o cmamucmuuxum nodayuma o unyuoenmuma y 2023. 200unu

3) 3IPABCTBO (1) 3mpaBcTBEHA 3aIITUTA, Y - 3[I[paBCTBEHA JCIATHOCT KOjy
CMHCJTY 3aKOHA KOJUM C€ 00aBibajy 3/IpaBCTBEHE
ypelyje 3apaBcTBeHa 3allITUTA: | yCTAHOBE U JIpyra IpaBHA

A Koja 00aBibajy
3/IpaBCTBEHY JI€JIaTHOCT.

4) BAHKAPCTBO M | (1) mocnoBu (hMHAHCH]CKUX - MOCTIOBU (DMHAHCH]CKUX

OUHAHCHUICKA WHCTUTYIH]a: WHCTUTYIIH]a, Y CMUCITY

TPXKUILITA 3aKO0Ha KOjuM ce ypehyje

Haponna 6anka, Has1 Kojuma
HA/130p, OJJHOCHO KOHTPOIY, Y
CKJIay ca 3aKOHOM, BPILIHU
Haponna Ganka.
(2) mocoBu Bohema peructpa nojgaraka o ooaBesama
(U3NYKKX U IPABHUX JIUIIA IpeMa (PHHAHCH]CKIM
MHCTUTYLIjaMa;
(3) mocnoBu ynpaBsbama, OTHOCHO 00aBJbarba IeIATHOCTH Y
Be3U ca (QyHKIIMOHUCAKHEM PEryIHCAHOT TPXKUIITA, Y CMHUCITY
3aKOHa KOjuM ce ypelyje Tp>KUIITe Kanuraia.

5) AMT'NTAJIHA (1) ycnyre pazmene unTepHeT caoOpahaja (€HriI. ,,internet

NH®PACTPYKTYPA | exchange point”);

(2) ympaBibame perucTpoM HallMOHATHOT MHTEPHET IOMEHA U
CUCTEMOM 3a uMeHoBame Ha Mpexu (JJHC cucremn).

6) 1OBPA O (1) Boze, y cMuCITy 3aKOHa - yOpaBJbamke BOJaMa Kao M

OIIIOTEI' KojuM ce ypehyjy Boze: BOJAHUM OOJEKTMMa M BOJHUM

HUHTEPECA KOJH 3eMJBHILTEM Y JaBHO] CBOJUHH;

CE OJHOCE HA - BOJHA JEJaTHOCT.

KOPUII'REIBE, (2) myTeBu, y CMHUCITy 3aKOHa | - YIPaBJbakhe JABHUM IIyTEM.

YIIPABJbAIBE, KOojuM ce ypehyjy jaBHI

JAHITUTY " IIyTEBU:

YHANPEHIELE (3) MuHEpasHe CHPOBUHE, Y - eKCIUIOATAlNja MHHEPATTHUX

HTOBAPA O CMHCITY 3aKOHa KOJUM Ce CHPOBHHA.

OIIIITEI ypebyje pyaapcTBo:

HNHTEPECA (4) myme, y cMHCITY 3aKOHA - Tra3oBame IIymMaMa vy
KOjuM ce ypelyjy uryme: Jp’KaBHO) CBOJUHHU.

(5) mutoBHE peke, jesepa u obaie

ypehyje ioBua0a 1 TyKe Ha YHYTpalIbIM BoJamMa

, Y CMHUCITy 3aKOHa KOjHM Ce

(6) 6ame, y cMuCTy 3aKOHA
KojuM ce ypehyjy Game:

- ouyBame, Kopuuihemwe,
yHarnpehewe U yrpaBibame
Oamama.

(7) nuBJbay, y CMUCITY 3aKOHA
KojuM ce ypehyje nuBipay u
JIOBCTBO:

- IeNIaTHOCT Kopuihema,
yIpaBJbamka, 3alITUTE U
yHanpehuBama nomynaruje
AUBJbAa4l U BbUXOBHUX

CTaHHIITA.
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(8) 3amrruhena noapyuyja, y - yIpaBJbakhe HallMOHATHUM
CMUCITy 3aKOHA KOjUM ce napKoBUMa
ypehyjy HanmoHamHu
MapKOBH:
7) YCIAYTE (1) ycmyre minatdhopmu 3a TPrOBUHY ITyTeM HHTEPHETA, y
NH®OPMALMOHOI | cmucity 3aKkoHa KOJUM ce ypelyje elIeKTpOHCKa TPrOBUHA,
APYUITBA (2) ycnmyre npeTpakuBamka HHTEPHETA, Y CMUCITY 3aKOHA KOJUM
ce ypehyje enekTpoHCKa TProBuHa
(3) ycnyre ckiauinTea mojaTaka KOpUCHUKA yciayra (eHrJ.
»cloud computing service”), y cMHCITy 3aKOHA KOjuM ce ypehyje
€JIGKTPOHCKA TPrOBHHA.
8) OCTAIJIE (1) enexTpoHcke - IETTATHOCT €JIEKTPOHCKHUX
OBJIACTH KOMYHUKAIH]j€, y CMUCITY KOMYHUKaIja
3aKOHa KOjuM ce ypehyjy
CIIEKTPOHCKE KOMYHUKAIIH]e:
(2) u3naBame ciayKOeHOT - U31aBamLe ciryx0eHor
rinacuia PenyOnuke Cpbuje, y | IilacHHKa.

CMHCITy 3aKOHA KOjHM Ce
ypehyje o0jaBibUBame 3aKOHA
U IpyTUX MPOIKCA U aKaTa:

(3) ympaBsbame HyKJI€apHUM
o0jeKkThMa, y CMHUCIY ca
3aKOHa KOjuM ce ypehyje
3alTUTa of joHu3yjyher
3pauema U HyKJieapHa
CUTYpPHOCT:

- yIIpaBJbambe HYKICAPHUM
o0jeKkThma.

(4) nmpousBoAa, IPOMET U
IIPEBO3 HAOpyXk ama U BOjHE
orpeMe, y CMHCITY 3aKOHa
KojuM ce ypehyje
MIPOU3BO/IHHA, IPOMET U
IIPEBO3 HAOPYKamba U BOjHE
ornpemMe:

- IPOU3BO/IHa HAOPYKaba U
BOJHE OIpEME;

- IPOMET HAOpy’Kama U BOJHE
orpeme;

- IPEBO3 HAOpY’Kama U BOJHE
orpeme.

Tabena 1 — Jlucma oenamnocmu
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2. IlperJien npeMa rpyny HHOUJAEHATA

Omneparopu MKT cucrema on moceGHOr 3Hayaja cy CBOje TauyHE M aXypHE CTATHCTUYKE
nogatke o cBuM uHnuaeHtuma y MKT cucremuma gocraBunu y mepuony ox 01.01. mo
28.02.2024. rogune, y ckiiany ca 3akoHOM 0 nHpopMaImonoj 6e36eanoctu u [IpaBumTHUKOM
0 BpCTH, ()OPMHU ¥ HAUMHY JIOCTaBJbabha CTATUCTUYKHX MOJIATAKA.

VY Tabemu 2.1 nar je mpukasz Opoja MHIMIAEHATAa IMpeMa rpynama WHIHJEHATa, JAOK je Ha
rpadukony 2.1 nmprKa3aHo MPBUX MET Haj3aCTyIJbCHUJUX IPyIa HHIMICHATA.

bpoj
I'pyna nnnnaenara HHIMIeHaTa

1. | HeoBnamheHo npukymbame mojaraka 107.984.763
2. | Ioxymaj ynaga y UKT cucrem 3.740.468
3 | IlpeBapa 70.676
WNucranupame 3nonamepror copreepa y oksupy MKT
4
cucrema 39.021
5. | OneparuBHU HHIMACHTH
15.309
6. | OcTasm HHIUACHTH
2.237
7. | HemoctynHocTt unu orpanndena gocrynHoct KT cucrema 2.203
8. | Yman y UKT cucrem 1.843
9. | ManuaenTy GU3NYKO TeXHUYKe 0e30eaHOCTH 120
10. | YrpoxaBame 6€30€JHOCTH ITo1aTaKa 15
YKYIIHO 111.856.655

Tabena 2.1 — bpoj unyudenama npema pynama uHYuOeHama

Haj3actynsbenuja rpyna nHIuaeHata je HeoBnamheHo nprKyIubatbe nogaraka (107.984.763),
y OKBHpY KOj€ je HajIOMHUHAHTHHUja BPCTAa MHIMIEHTA CKEHUpame noprosa. Ha npyrom mecry
je nmokymiaj ynana y UKT cucrem (3.740.468) y okBUpY KOje je Haj3aCTYI/bCHU]H MHIMACHT
MOKYIIIaj OTKpHBama KpeaeHnujana. Ha tpehem mecty ce Hanasu npeBapa (70.676) xoja uma
HajBehn Opoj mpujaBa QuumHra. YeTBpTO MECTO 3ay3MMa HHCTATUPAEE 3JI0HAMEPHOT
coprBepa y okBupy MKT cucrema (39.021), najuenthe Tpojanan. Ha merom wmecty cy
onepatuBHU uHIMIeHTH (15.309) u To y HajBehem Opojy npobiemu y paxy ca copTBEpCKUM
kommoneHTama (I'padukon 2.1).
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Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

IIpuka3 npBUX NeT HAjOPOjHUjUX I'PYNIA MHIUACHA

Heosnawheno npukynmwarse nogataka || NNGTGTNNGENGNGEGEGEEEEEEEEEEEEEEEEE 107,954,763
Mokywaj ynaga y UKT cuctem l 3,740,468

MpeBapa 70,676

MHcTannpare 310HamepHor codTeepa y

okBupy UKT cucrtema 39,021

OnepaTUBHU NHUMAEHTH 15,309

I'pauron 2.1 — [lem najopojuujux epyna unyudenama
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Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

3. Ilpersien npemMa BpCTH MHIIUIEHATA

VY cknagy ca Ypeadbom o MOCTYNKy oOaBelTaBamba O HWHLUUJACHTHMMA Yy WHGOPMAIMOHO-
KOMYHHKAI[MOHUM CHCTeMHMa o] moceOHor 3Hauaja u [IpaBmiHukoM o BpctH, popmu u
HAUYMHY JIOCTaBJbabha CTATHCTUYKUX I[OJIaTaKa O WHIMIECHTHMA Yy HH()OpMaIMoHO-
KOMYHHUKAIHOHUM CHCTEMHMa O]l TIOCEOHOT 3Hauaja, Ipyle WHIUACHATa Cy IMOJIeJhbeHEe Ha
BpCT€ MHILIMJEHATa U Mojauu o Opojy MHIMJIEHaTa npukazanu cy y Tabemu Op. 3.1 u Ha
I'padukonnMa y HACTaBKY.

HHIU/IeHaTa
Bupyc 8.491
HNucranupame Lips 1606
37I0HaMepHOTr codrBepay | T 2HCOMBEp 55
okBupy UKT cucrema Tpojanan 26.749
(ManBep, enrim.malware) IInujyncku copTaep 2.038
PyTkuT 82
CkeHupame mopToBa 107.965.826
Ipecperame noaaraka u3mely padyHapa u 2.335
Heognamrheno cepeepa
TIPUKYIUBAE IO/1aTaka ComMjaTHi HHXCHEPUHT 16.510
KomnpomutoBame nim 1mypeme mojiaraka 92
dummHT 63.813
g Heosnamrheno kopumrheme pecypca 6.863
Hokymaj ynaxa y UKT [Mokyuraj uckopuirhaBama pambHUBOCTH CHCTEMA 179.358
CHUCTEM [Mokymraj oTkpHBama KpeaeHImjana 3.561.110
OTkprBamke WK HeoBnamheHo kopuuheme 22
NPUBHJICTOBAHUX HAJIOTa
OTkpuBame WK HeoBnanrheHo kopuiheme 657
Ymany UKT cucrem HENPHUBUJIETOBAaHUX HaJIora
Heosnamhenu npuctyn arumkanuju 678
Mpexa 3apaxkeHux ypehaja 486
Hamag ca musem oHemoryhaBama Wil OMeTama 208
¢dyukiuonucama UKT cucrema
JuctpuOyupanu Hamaj ca [UubeM 1.006
Hemocrynuoct win oHeMoryhaBama Wi oMeTamba (yHKINOHUCAHA
orpaHuuena ocTynmHocT | MKT cucrema
HKT cucrema
Caboraxa 2
IIpexnn y pyHKIMOHHCAY CHCTEMA WIIH JIeNia 987
cucreMa
YrpoxaBame Heosnamhen npuctyn nojauuMa 6
0e30eHOCTH MojIaTaKka Heosnamnihena u3Mena uim Oprcame mojaTaka 4

12
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I'pyna unnuaenara Bpcra nHumaenTa bpoj
WHIUIEHATA

Kpunrorpadcku Haman 5

OTKa3uBame XapABEPCKUX KOMIIOHEHTH 5.474
OrnepaTvBHU UHIUICHTH | [Ipo6nemu y paiy ca cohTBEPCKHM 9.835

KOMITOHCHTaMa

Kpabha xapaBepckux KOMIOHEHTH 103
Nuanuaentn Gusnyuko- Toap 3
TEeXHUYKE 0e30e1HOCTH

[lonnasa 14
OcTa HHIIEHT] HHHHﬂCHTH KOjH HE CTaJiajy y HaBeIeHe 2.237

KaTeropuje

YKYIIHO | 111.856.655

Tabena 3.1 - bpoj unyudenama no epcmama

IleT HajOpOjHHMjUX BPCTA HHIM/IEHATA

107,965,826
CkeHMpatbe nopTosa
Mokyluaj oTKpuBatrba KpeaeHuwmjana (eHrn. brute force
attack, dictionary attack v cn.) B 3,561,110
Mokywaj nckopuwhasarba paHbUBOCTU CUCTEMA 179,358
®uwmunr (eHrn. phishing) | 63,813
TpojaHay, 26,749
I'paguron 3.1 — [lem najopojuujux epcma unyudenama
3.1. HNucranupame 310HaMepHOr copreepa y okBupy UKT

cucrema

Maugep (euri. malware) je peu usBezneHa ox ase peun — “Malicious Software”, u npecraBiba
cBaku cOPTBEP KOJH j& HAITMCAH Y 3I0HAMEPHE CBPXE, OJJTHOCHO KOjU MMa IIHJb J1a HAHECE IITETY
padyHapCKHUM CHCTEMHMa MM Mpekama. Y OBe IMporpame Crajaajy: padyyHapCKd BHUPYC,
padyHapCKH IPB, pAHCOMBEP, padyHAPCKH TPOjaHall, IIMHjYHCKH COPTBEP U PYTKHUT.

PauyHapcku BUpYC je 7€0 3JIOHAMEPHOT KOMITjYTePCKOT KOJa YMjH je IHJb Ja CE IIMPH ca
padyHapa Ha padyHap TakKO IITO HamaJa M3BPIIHE IaTOTEeKe U JOKyMEHTa U MOXe
MPOY3pPOKOBATH HAMEHCKO OpHcame JaTOTeKa ca Xap/a JUCKa U CIUYHY IITETY.

PauyHapcku npB je nporpam Koju caJip>kKu 37I0HaMepHU KOJ1 KOJU €€ IUPH MPEKO MPEKE, TAKO
HITO C€ CAMOCTAJHO yYMHO)KaBa M INPEHOCH, OAHOCHO HE 3aBUCH O]l JATOTEeKa 3apa’keHor

13



Hzeewmaj o cmamucmuykum nooayuma o unyudenmuma y 2023. 200unu

ypebaja. LlpBu ce mmpe Ha aapece €IEKTPOHCKE IOINTE Ca JINCTE KOHTAKTA XXPTBE WU
uckopuirhaBajy pambUBOCTH MPEXKHUX arTUKaIfja 1 300T BelIMKe Op3uHE MHpema CIyXe 3a
IPEHOC OCTAIMX THIIOBA 3JI0HAMEPHOT COPTBEpA.

PancomBep je 3moHamepHH codTBep Koju mmdpupa nmogaTke Ha ypehajuma wim Mpexama, a
3a MPHUCTYII ¥ OTKJbyUYaBambEe TaTOTEKa ce 3axTeBa riahame oTkyma. YecT je cirydaj na 1aTorexe
YaK M HaKOH Iutahama OTKyIa 0CTajy 3aKby4aHe.

PauyHapcku TpojaHuu (TpOjaHCKM KOHHM) Cy INpETHa Koja MOKyIlaBa Ja C€ MPEICTaBU
KOPHUCHUIIMMA Kao J1a Cy KOPHUCHU POTPaMHU U HA Ta] HAYMH UX MIPEBAPH Ja UX MOKpeHy. OBu
IIpOrpamMM MOTY Jia TIpey3My JApyre MpeTHe ca MHTEpHeTa, y0aIlyjy Apyre TUIIOBE MajiBepa Ha
yrpokeHe padyHape, KOMyHHULUPAjy ca yla/beHUM HalaJaulMa, Kao U Ja Oenexe CBe LITO ce
Kylla Ha TacTaTypH U LIajby HanajaadyuMma.

HInujyncku coprBep neauMuvHo npecpehie Win mpey3uma KOHTPOIY Haj padyHapoM 0e3
3HaWka WIKM JI03BOJEe KopucHuMKa. CaM Ha3uWB Cyrepulie Ja je ped O Mporpamuma Koju
HaJATJIeajy paj KOPHCHHKA TaKO INTO CHUMAjy W Tpey3uMajy HMHQOpMaIuje ca padyHapa
MOITYyT HaBHUKa MPETPaKUBambha HHTEPHET CTPAHMIIA, CIICKTPOHCKE MOIIITEe, KPEACHIIUjala U CIl.
U T€ MO/IaTKe MPEHOCE Hamaauy.

PyTkuTt je coptBep koju omoryhaBa mpHUBHIIETOBAaH JaJbUHCKHU MPHUCTYI padyHapy, Kpujyhu
CBOj€ IPUCYCTBO O]l aIMUHUCTpaTopa cucrema. OmoryhaBa Hanazady J1a IpUKpHUje Tparose
HeoBnamheHor NPUCTyNa W OJpXKaBa IMPHUBUIICTOBAH IPUCTYI padyHapy 3a00HIIaKeHeM
yoOu4ajeHor HaunHa ayTeHTU(UKAIMje 1 MeXaHH3amMa ayTopu3aliije.

Y oxBHpy OBe rpyne uWHIWAeHarta mpujaBbeHo je 39.021 wuHCcTanwpama 37T0HAMEPHOT
codrBepa, o dera je tpojanary y UKT cucrtemuma o moceOHOT 3Hauaja npujaBibeH 26.749
nyta (I'paduxon 3.1.1). OBa BpcTa MasiBepa je U y IPETXO0AHO] TOJJMHHU Hajuenhe 1eTeKTOBaHa.

HNucramupame 310HamepHor codpreepa y okBupy UKT cucrema

(masBep, enri. malware)

Tpojaray, [N 26,749
Bupyc [N 3401
WnwjyHckn codteep(enrn.spyware) [ 2,038
Ups (enrn. worm) [l 1,606
PyTkut (eHrn.rootkit) | 82

PaHcomsep (eHrn.ransomware) | 55

I'paguxon 3.1.1 — Uncmanuparse 3nonamepnoe copmeepa y oxeupy MKT cucmema
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Hzeewmaj o cmamucmuykum nooayuma o unyudenmuma y 2023. 200unu

3.2. HeoBaamheHo npukyn/bame nmojgaraxka

Heosnamtheno mnpukymbame MNoJaTKa IOApPa3yMeBa CKEHHpAE IOPTOBA, IPECPETAHHE
nojaraka usMely pauyHapa U cepBepa, COLMjaTHU MHXKEHEPUHT U KOMIIPOMHUTOBAIE HIIU
Lypeme mojaTaKa.

CkeHupame noproBa je Hamaj kKo kojer ce maspy MII makern Ha m3abpaHe moprose, ca
OUJBEM OTKpHBalkba OTBOPCHHUX KOMYHHUKAIIMOHHWX KaHalla W AaKTHBHHX CCPBUCA I-II/I‘]'G CcC
PaBbHUBOCTH MOT'Y UICKOPUCTHUTH.

CHuduHr Hamaj, OJHOCHO IMPECPETamke MojaTaKka MmoapasyMeBa KOpHIheme aluuKanmja 3a
HaJTJIeIakbe, aHAIN3y U CHHUMame MPEKHOr caoOpahaja y IHWJbY NMPUKYIUbakha MPEKHHX
nakera. Ha oBaj HauMH Hama a4y aHaIu3upa MpexXy U MprudaBsba HHPOpPMAIIHje KOJHUM j& MOXKE
KOMITPOMHUTOBATH.

Hamamu coumjajaHor HHKeHEPHMHra KOPHCTE JbYIACKY IICHXOJIOTH]y W  IOJJIOKHOCT
MaHMITyJIalijaMa Kako OM HaBeJIM XKPTBE HAa OTKPUBAHKE OCETJBUBHX I10J1aTaKa UM KpIICHE
Mepa 3amrtute koje he omoryhuru nanagauy npuctyn KT cucremy.

IMoBpena momaTraka (KOMIOPOMHUTOBAEKEC W IypeHme IMOJaraka) MOJpa3yMeBa YyCIEHIaH
37I0HaMepaH MOKYIIIaj] KOjH je JOBEO J0 U3MEHE WM TyOUTKa MojJjaTaKa.

Ha rpadukony 3.2.1 je mpukazano 107.965.826 npujaBa ckeHHMpama MOPTOBA IITO CE Ka0 H
MPETXOJHE TOAMHE MOXe O00jaCHUTH BEJHKUM OpojeM ayTOMaTH30BaHUX IMpolreca 3a
WCIIUTHBAKE JIOCTYITHUX CEepBHCA Ha yAaJbeHHM padyHapuma, 16.510 mpujaBa commjamHOT
UHXemwepuHra, 2.335 mpecperama nojaTaka usMmely padyHapa U cepBepa u 92 mpujase

KOMIIPOMUTOBaKA WIIH LIypema MojaTaka, ogHocHo ykynHo 107.984.763 npujasa (I'padukon
3.2.1).

107,965,826

CoumjanHu UHXKEHEPUHT (NaXKHO NpeacTaB/bakbe U

16,510

apyrn 0banum)

MpecpeTare nogataka nsmehy padyHapa 1 cepsepa
. 2,335

(eHrn.sniffing)

KomnpomutoBarbe naun Lyperse nogataka (eHrn.data

breaches) %2

Ipaguron 3.2.1 — Heograuthieno npuxynmsarbe nooamaxa
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Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

3.3. IIpeBapa

[Tox mpeBapom ce moapa3ymeBajy GUIIMHT Hamaau, HeoBlamheHo Kopulihewme pecypca U
Ipyru 0OJIUIM peBape.

@uMHT je cajoep Hama KOju ce BPIIU y3 OMON eIeKTPOHCKE IMOIITe, APYIIBEHUX MpexKa,
tesedoHckor no3usa uia CMC-a, KOjuM ce 3aXTeBa J1a Ce MOCETH JIMHK UM OTBOPU JOKYMEHT.
Hamagady xopucTH COlMjaTHU MHXCHEPUHT Ja OM ce MPEeACTaBHO KAao HEKO MO3HAT M TaKO
HaBEO JKPTBY Ja OCTaBM IOBEpPEJbHUBE MOAATKE WM NpEy3Me 3JI0HaMepHH cOpTBep. 3aTo HE
YyJIU J1a je OBaj Hama/1 4YecTo MOBe3aH U ca HalaauMa MoIyT MajBepa, Mpeke 00ToBa u cajoep
LIMH] yHaXeE.

Heopn1amheno xopunmheme pecypca - KpunrogekuHr (1o3HaT U Kao KPUITOMAajHHHT)
OJTHOCHO ,,0TUMame* WK "pynapeme" je HOBU TEPMUH KOJU C€ OJHOCH Ha Mporpame Koju
KOpUCTE CHary ILeHTpaiaHe mnpouecopcke jeaunuue (70% no 80% HeuckopuirheHe cHare
nporecopa) 6e3 MpUCTaHKA XPTBE, Jja OU ,,pydapuiu® KPUITOBAIYTE 332 CTULAMKE JINYHE
KOPHCTH.

Bbpoj mpujaBa xoju ce ogHocu Ha ¢ummHT Hanaae y 2023. rogunn n3Hocu 63.813, mox 3a
HeoruanheHo Kopuinhemwe pecypca uznocu 6.863 npujasa (I'padukon 3.3.1).

| I——

® OuwunHr (eHrn.phishing)

= HeosnawheHo kopuwherse pecypca (eHrn.cryptojacking) v gpyrn o6amum

I'paguron 3.3.1 — IIpesapa cucmem
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3.4. IMokymaj ynaga y UKT cucrem

[Tpunukom nokymaja ynaaa y UKT cucrem nanagauun Hajuenrhe kopucre TexHuky Brute Force
3a OTKpHBamE KpeJeHIMjalla WM MOKYIIAaBajy Jla UCKOPUCTE PambHUBOCTU HMH(OPMALMOHOT
cucrema.

IMokymaj nckopumhaBama pambUBOCTH CHCTEMA je HaIa/l Ha padyyHApCKU CUCTEM, KOJUM
Haraa4 KOpUCTH ojpeleHy pamuBoCT cucteMa. OBaj Hara  KOPUCTH PAlUBOCT ONIEPATHBHOT
CUCTEeMa, aluTMKaIije WId OWIo Kojer apyror coTBepckor koja, YKJpydyjyhu momatke
aruTMKaIuja uiam oudimoreke copreepa.

Brute Force nanan noapa3ymMeBa Mokyiaj NpUcTyIia CUCTEMY KPTBE HENPEKUIHUM YHOCOM
pasnuuuTUX KOMOMHalmMja cjoBa, OpojeBa M cuMOoja ca LMJbeM HICHTU(UKALM]jE
KOPHUCHUYKOI UMEHA U JIO3UHKE.

VY 2023. roguHM Hamagadu cy y HajBehoj Mepu 3a ymam y CHUCTEM KOPUCTHIIM TEXHHUKE
OoTKpuBama kpeaeHnujaia (3.561.110) nok je y oqHOCY Ha MPOINLTY TOJUHY 3a0CIIeKEH Marbu
Opoj nokyiiaj uckopuithaBama pamuBoctu cuctema (179.358 mokyimaja), kao MTO ce MOXKE
Buzetu Ha ['papukony 3.4.1.

Iokymaj ynaga y UKT cucrem \

179,358

= [oKyluaj OTKpMBatba KpeaeHuumjana (eHrn.brute force attack, dictionary attack u
cn.)

= [oKyLwaj uckopuwhasakba parbMBOCTM CUCTEMA

I'paguron 3.4.1 — Ioxywaj ynaoa y UKT

3.5. Ynan y UKT cucrem
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Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

VYnan y UKT cucteM moapasymeBa yCIENTHO KOMIIPOMHTOBAHKE CHCTEMa WIIM allTUKaIyja
(cepBuca) U3BPIIEHO Ca yAa/beHE JOKaIM]je KOPUITNeHheM HOBE MJIU MTO3HATE PAbUBOCTH HIIH
HeoBJIaUTheHUM JIOKAJTHUM MPUCTYTIOM.

OTtkpuBame Win HeoJamheno kopumheme npuBmwiIeroBannx Hamora (exri. Privileged
Account Compromise) omoryhasa nHamagaunmMa aa ce kpehy kpos UKT cucrem u npucryme
OCETJbUBUM IOJIallMA.

OTkpuBame WM HeoBJalmheHo kopumheme HeNnpPUBWJIETOBAHMX HajJd0ra (CHIJ.
Unprivileged Account Compromise) omoryhaBa HanmagauuMa jaa ce Kpehy Kpo3 orpaHu4eHd
neo UKT cucrema, ca moryhnomhy name xommpomutanuje MKT cucrema u mpuctynama
OCETJbUBUM IOIALIMMA.

Heopnamhenn npuctyn amjMKanMju je TpHUCTyNn BeO JIOKAIHjH, MpOrpamy, CepBepy,
CEpBUCY WU APYTrOM cucTeMy KopultheweM Tyher Hanora uiam Ipyrux MeToja.

Mpe:xa 3apa:kenux ypehaja je ayromaTn3oBaHu Hamaja KOJ KOT' Hamagad CKEHHpa MpPEKHE
azipece, KOPUCTH PAaBUBOCT Ha ypehajuma u npey3uMa KOHTPOJy HaJx BHuMa. Ha Taj HauuH ce
CTBapa Mpexa 3apaxkeHuX ypehaja koja ce MOKe KOPUCTH 3a Hamale KOju OMeTajy
dbyukimonucame UKT cucrema (DDOS).

VY 2023. roguan 3a ynag y UKT cuctem Haj3acTymibeHUjU je OMO HeoBiamheHW MPHCTYII
arumkanmju - (678  mpujaBa), 3aTUM  OTKpHBamke WU HeoBiamheHo Kopulheme
HenpuBUIIeroBanux Hajora (657 npujaBa), Mpeska 3apakenux ypehaja je omoryhua yman 486
myTa, JIOK Cy C€ yIaJau MyTeM OTKpHBama WM HeoBIamheHor Kopuinhema MPUBUIETOBAaHIX
Hasora goroawm 22 nyta (I'padukon 3.5.1).

HeosnawheHu npucTyn anavKkaumju

OTKpuBakbe Uan HeosnawheHo Kopuwhere
HenpueKuaeroBaHux Hanora (eHra.unprivileged account
compromise)

Mpeska 3apaxkeHux ypehaja (eHrn. botnet) _ 486

OTKpuBak-e au HeoBnawheHo Kopuwhere
npuBMAeroBaHux Hanora (eHrn.privileged account
compromise)

22

I'paguron 3.5.1 — Ynao y UKT cucmem
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Hzeewmaj o cmamucmuykum nooayuma o unyudenmuma y 2023. 200unu

3.6. HenoctynHoct uiiu orpanudena gocrynioct UKT
cucremMa

Hanmaguma HemoctynmHoctH wiam orpanumdere jpocrynHocth MKT cucrema ce omnrepehyje
MpexHHU caoOpahaj, To T0BOH 0 KallllbEeha Orepalyja Wil majaa CucTema.

JlocTymHOCT MoOKe OWTH YyrpoKeHa U JIOKaJHUM paamama (YHUIOTEHE, MPeKus Yy
TUCTPUOYIIMjU SNEKTPUYIHOM SHEPTHjOM U CIMYHO) WIIH YCJIEN BHUIIIE CHIIC, HCHAMEPHUX HIIN
HaMEpHUX JbYJICKUX TpEIlIaKa.

Hanapg ca umsbem onemoryhaBsamwa nian omerama pynkuuonucamwa UKT cucrema (eHr..
denial-of-service attack — DoS) je nokymiaj Hamaga4ya ga oHeMOTyhu MPUCTYI CepBepy WU
CEpBUCHMA KOjU Cy HAMEHCHH KPajIlbUM KOPUCHHIMMA.

JAucTpnOynpann Hanmajx ca nu/beM oHeMoryhaBamwa wim omMerama QyHKUMOHHCAHA
HKT cucrema (enrJr. distributed denial-of-service attack — DDo0S) uma nctu nuss kao u DoS
Hanan. DDOS wmamagm moctiky Behy edukacHOCT Kopuctehn HCTOBpEMEHO BHIIIE
KOMITPOMHTOBAHUX PAauyHAPCKUX CHCTEMa Kao M3BOPE Hama/a.

Caforasa Kao HamajJ ce KOPHCTUTH y CBpXY ca0OTHpama CHCTEMa M HAHOIIEHA IITETE.
Moryhu cy pa3nuuutu o6auiu caboTaxke y 3aBUCHOCTH O] 00J1aCTH OCIOBamka HamaJHyTe

uH(ppacTpyKType.

Ipekun y GpyHKUHOHMCAY CHCTeMa MJIM Jeja cucreMa (eHrJ1. outage) moxke OWTH
MPOY3POKOBAH MPEKHUIOM y UCTIOPYIIM eNIEKTPUYHE €HeprHuje, 300T JIOMINX BpEeMEHCKUX yCIIOBa
WIJIA Xap/IBEPCKe T'PEIIKe Koja je HacTalla Kao MOCIeIUIa HENCTIPaBHE OTpEME.

UKT cucremu ox nocebHor 3Hauaja cy aerexroBanu 1.006 DDOS namana (auctpubympanux
Hamajga ca IubeM oHemoryhaBama wiau ometama (ynkiuonucama WKT cucrema), 987
npekuia y pyHKIMOHUCAkY CUCTEMA WU JieNla cucTeMa 300T TEXHHUUKUX MTPpobemMa, 0JJHOCHO
JIOUIMX BPEMEHCKHX YCJIOBa, Kao M Tpu myTa Mame DOS Hamajma y ogHocy Ha mpeTXoaHy
roauny (208 mpujasa), nok je caboraxa UKT cucrema y 2023. rogunu 3abenexxeHa 2 myTa
(I'pacdukon 3.6.1).

Onctpnbympanu Hanag ca unbem oHemoryhasamba

N omeTarba GyHKUMOHMCcara UKT cnuctema _ 1,006

(enrn.distributed denial-of-service attack — DDoS)

Mpeknay beHKLI‘l/IOchaH:y Ccuctema nam gena cUuctema _ 987
(enHrn. outage)
I 208
2

Hanag ca un/bem oHemoryhaBarba UM OMeTakba
dyHKUMOHUCaka MKT cuctema (eHrn. denial-of-service
attack — DoS)

CaboTaxa

Tpagpuxon 3.6.1 — Hedocmynnocm unu oepanuuena docmynnocm UKT cucmema
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Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

3.7. YrpoxaBame 0€30€JHOCTH MMOATAKA

[lopen 3moymorpebe TmomaTaka W CHUCTEMa HEOBIAIINCHHWM IPHCTYIIOM, OJHOCHO
HeoBJamheHoM M3MEHOM WM OpHcameM IIojlaTaka, HapyllaBamke 0e30€THOCTH IojaTaka
MOe OUTH U TTOCIIeIUIIa KpUNTOTpadCKOT Harmaa.

HeoBaamhen npuctyn noganuma je Harmaa momMohy Kor ce yrposkaBa 0e30eIHOCT mojjaTaka
37I0yNOTPeOOM MpaBa MPHUCTYIIA MOAIMMA CUCTEMA.

HeoBaamhena usmena noaaraka je Hamaja noMohy Kor ce 310ynoTpeOoMm Ipasa MpucTyna
noJlaliiMa CUCcTeMa BPIIIH U3MEHA, JI0JIaBakhe WM OpUCame T0JaTaKa.

Kpunrorpadcku Hanaj je MeTon 3ao0miaxema Mepa 3allTHTE KPUNTOrpadcKor cucrema
MPOHATIAKEHEM CIab0CTH y KOAy, MH(PH, alropuTMy, KpUNTOrpad)CKOM MPOTOKOIY HIN
[IEMH YIIPaBJbaha KJbYUEBUMA.

VY 2023. rogunu je 3abernexeHo 6 HeoBnamheHUX MPUCTyHa MojanuMa, 5 Kpunrorpadckux
Hamaza u 4 HeosnamheHe u3MeHe ui Opucama nogaraka (I'padgukon 3.7.1).

YrpoxkaBame 0e30€1HOCTH MOAaATAKA

Heoanaunhen npueryn nogauva N
Kpunrorpaden vans R 5
HeosnawheHa nameHa nau 6p|/|caH>e nogaTtaka _ 4

I'paghurxon 3.7.1 — Vepoorcasarwe bezbednocmu nodamaka

3.8. OnepaTuBHU HHIMJACHTH

OrnepaTUBHU WHIUJICHTH Cy CBH OHU WHIIUJIEHTH KOJU JOBOJIE A0 OTKa3MBamba XapJBEPCKUX
KOMITOHEHTH WJIU TIpobsiemMa y paay ca CoOpTBEPCKUM KOMIIOHEHTama.

Bbpoj mpobiema y pagy ca copTBEpCKHM KOMIIOHEHTaMa Koje Cy J0BeJe J0 3aCToja y IpyKamby
ycIllyTa, OAHOCHO MPEKUIa KOjU je Ha OMIIO KOjU HA4YKMH YTPO3HO MOCIOBHU MPoIIeC (Ha mMpuMep
kpahu npekuan y pany) je uznocuo 9.835, a 6poj oTka3uBama XapABEPCKUX KOMIIOHEHTH Y
2023. rogunu je uznocuo 5.474 (I'padukon 3.8.1).

20



Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

Onep ATHBHU MHIUJICHTH

Mpo6nemu y pagy ca coptaepckum komnonentama |G o ::
OTKa3sunBarbe XxapABepCKMUX KOMMNOHEHTU _ 5,474

I'paghuxon 3.8.1 — Onepamuenu unyuoenmu

3.9. NuaunaenTn pusnuko-TexHuuKe 0e30eTHOCTH

OBoj rpynu MHIKCHATA MIPHUITAAajy Kpaha XapABepCKUX KOMIIOHEHTH, MTOKap U MOTIaBa KOju
Cy JIOBEIIH JIO yrpoxkaBama Gu3ndko-rexanuke 6e30eanoct MKT cucrema.

VY 2023. rogunu 3abenexeno je 103 kpaha xapaBepckux KOMIOHEHTH, 14 noruiaBa u 3 noxapa
(I'pacdukon 3.9.1).

NuunaenTn pu3nuko-TexHnukKe 6e30eHOCTH

Kpaha xapasepckux komnonentv [ 103
Nonnasa [N 14

Noxap [l 3

I'paghuxon 3.9.1 — Hnyuoenmu gpusuuxo-mexnuuxe 6e36e0nocmu

3.10. OcTajam MHOUACHTH

VY rpymny ocTaqux MHIWJCHATA CMa/ajy CBU MHIUACHTH KOjU HUCY HAaBEIEHH Y MPETXOIHUM
KaTeropujama.

Ocranux uniuaeHara y 2023. rogunu je 6mio 2.237 (I'padukon 3.10.1). OBe HHIIUACHTE YMHE
CBU OHM WHITUJICHTH KOJH HE CIa/Iajy Y HaBeACHE KaTeropHje, a TO Cy Ha MpUMeEp: JeTEKIHja
MOTEHIMjaTHO He0e30eIHNX U HEeXKEJheHUX aIluTuKalfja, HeoJqoOpeHe TulaTHe TpaHCaKIHje,
JIKHU PO(HITM HA IPYIITBEHUM Mpekama | JaKHe BeO CTpaHHIIe.

21



Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

OcTaju MHIUAEHTH

MHUMAEHTU KOju He cnajajy y rope HaBeaeHe
KaTeropuje

I — 2,237

I'pagpuron 3.10.1 — Ocmanu unyuoenmu
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CPB-LIEPT Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

4. Iperaen npema Bpctu UKT cucrema oa moceOHOr 3HaUYaja

bpoj npujaBmennx nnnuaenara npema Bpetu UKT cucrema on mocebHor 3Havaja je pat y
Tabenu 4.1. Tpeba y3etu y o03up na cy neku KT cuctemu ox nmocedHor 3Hauaja, 300r BpcTe
JIeJIaTHOCTU KOJy 00aBJbajy CBPCTaHH y BUIIIE KaTeropuja.

UKT cucremu oj moceOGHOT 3HaYaja KOjU e KOPUCTE y
o0aBJpamy MOCJIOBA Y OpraHMMa BJIacTH

191.047

UKT cucremu o noceOHOr 3Ha4yaja KOju ce KOPUCTE 3a
2. | oOpamy moceOHMX BPCTa MOAaTaka O JIMIYHOCTH, Y CMHCITY 18
3aKOHA KOjU ypehyje 3alTuTy mojaraka o JHYHOCTH

UKT cucremu oj moceOHOT 3Ha4aja KOjU Ce KOPUCTE y
3. | obaBsbamy NIENATHOCTH OJ1 OIIITET HHTEpeca U APYTUM
JICTIATHOCTHMA H TO:

eHepreTuka 3.100.584
caoOpahaj 2.496
3/IpaBCTBO 55.806
0aHKapCTBO M (pHHAHCH]CKA TPIKHUIITA 35.368
JTUTUTaTHA HHPACTPyKTypa 8.050.128
no0pa o1 ONIITEr HHTEepeca KOjU Ce OJJHOCE Ha KopulTheme,
yIpaBJbamke, 3aITUTY U yHanpeheme qodapa o onmrer 100.152.451
UHTEpeca
yciyre nHGOPMaIlMOHOT IPYIITBA 8.050.341
ocTaje 00J1acTH:
- EnextpoHcke KOMyHHKalHje 8.050.430
- WznaBame ciyxOeHor riacuia Peny6auke CpOuje 5.636
- Ymparipame HyKJICapHUM 00jeKTUMA 291
- IIpousBoama, MpoMeT U IPEBO3 HAOPYKamka U BOJHE 3.081.228
orpeme
- Ympasibame OTIaI0oM 678
- Komynanne nenatHoctu 57.957
- TIpowsBoama n cHaOIeBamkE XeMUKaIHjaMa 256.867
UKT cucremu o1 mocebHOT 3Hauaja KOjU ce KOPUCTE y
4 | TIPABHUM JIMIMMA U yCTAHOBAaMA Koje ocHuBa PenyOnnka 3.125.830

Cpbuja, ayTOHOMHA MOKPajUHA WU jeIUHHIIA JTOKATHE
camoyIipaBe 3a 00aBJbarbe JCIATHOCTH OJ1 OIIITET HHTEpeca
Tabena 4.1 — Bpoj npujaswenux unyudenama npema epcmu UKT cucmema
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CPB-LIEPT Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

4.1. HUKT cucremu oa moce0OHOr 3Ha4Yaja KOju ce KOPUCTe y
00aB/balby MOCJI0BA Y OPraHNMA BJIACTH

1. [Mokymaj ymana y UKT cucrem 170.551
2 Wucranupame 3noHamepHor copTtrepa y oksupy MKT 8.606
cucreMa

3. | IIpeBapa 7.906
4. | HeoBnamrheHo npuUKyIJbambe Mo1aTaka 1.812
5. | OnepatuBHU UHITUIACHTH 1.081
6. | Ocranu MHIUIEHTH 752
7. | HemoctynHoct nnu orpanndena gocrynsoct UKT cucrema 322
8. | Yman y UKT cucrem 11
9. | YrpoxkaBame 6e€30e1HOCTH MTO1aTaKa 5
10. | UanunenTty Gu3nyko TeXHUYKe 6e30eTHOCTH 1
191.047

Tab6ena 4.1.1 — bpoj unyudenama npema epynama UHYUOeHama y opeaHuma e1acmu

Tokom 2023. rogune y UKT cucremrma Koju ce KOPUCTE y OpraHuMa BJIACTH 3a0eNIexeHo je
HajBUIIIE TIOKYIIIaja OTKpHBama kpeaeHiujana (170.299), na npyrom mecty je pumuar (7.905),
Ha Tpehem u yeTBpTOM MecTy Hanase ce Tpojanarl (4.469) u Bupyc (2.896), 1ok je couujanHu
MH)XEHEPUHT (JJAXKHO MpejcTaBbambe M APYrd oONMIM) Ha meToM MecTy ca 1.484 mpujase
(T'paduxon 4.1.1).

Bpoj nnnuaenara npemMa BpcraMa HHUMEHATA

170,299

T ] T e K o (o DT O e g

attack, dictionary attack v cn.)

®uwmnr (enrn. phishing) | 7,905
Tpojanay, [ 4,469

Bupyc | 2,896

CoumjanHU MHXKEHEPUHT (NaXKHO NpeacTaB/bakbe U ApYyrv

06aunum) | 1,484

Tpagpuxon 4.1.1 — bpoj unyudenama npema 6pcmama UHYUOEHAMA
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4.2. HUKT cucremu o moceOHOT 3HAYAja KOjHU Ce KOPUCTE 3a
o0paay moceOHUX BPCTA MOAATAKA O JIMYHOCTH, Y CMHUCJLY
3aKO0HA KOju ypebhyje 3amTuTy nogaraka o JUYHOCTH

Y UKT cucremmuma Koju ce KOpHucTe 3a 00paay moceOHUX BpCTa MOJaTaKa O TUYHOCTH TOKOM
2023. romuHe mpuUjaBJbeHO je S5 ¢ummHra, 4 TpHjaBe KOje Ce OJHOCE HAa OTKA3MBAE
XapJIBEPCKU KOMITOHEHTH, 3aTUM Clie/ie IpoOJieMH y paay ca cOPTBEPCKHM KOMIIOHEHTama
KOjux je Ouio 3, kao W 1O JBE NpHjaBe paHCOMBEpA M MOKYIIaja OTKPUBAmba KpeleHIrjana
(I'paduxon 4.2.1).

bpoj
prna HHIIMJEeHATa | ”HOMJeHaTa |

OHepaTI/IBHI/I HWHIOUACHTHU

IIpeBapa

Wncranupame 3moHamepHor codreepa y okBupy UKT
cucreMa

[oxymaj ynana y UKT cuctem

Heonamheno IIPUKYIJbALC MMOJaTaKa

Henocrynnoct wim orpannyena nocrynioct UKT cucrema

Vnan y UKT cucrem

YrpoxaBame 0€30€JHOCTH Mo1aTaKa

| N ook w |

Nunmnentn Gu3nako TexHudke 6e30e1H0CTH

O|O|O| O|F|[FL,|DN

[N
©

Ocranu HHIWACHTH

YKYIIHO 18

Tabena 4.2.1 — bpoj unyudenama npema epynama unyudenama y UKT cucmemuma 00 nocebnoe 3nauaja Koju
ce Kopucme 3a 06pady noceonux 8pcma noOAmaxa o0 AUYHOCmu

Bpoj nnnuaenara npema BpcramMa HHIHMIEHATA

®uwmnr (enrn. phishing) - G S

Otkasusaroe xapasepciinx kovnonenr N -
Mpo6nemuny paay ca copteepckum komnoHentama [ NG :
Pancomaep (eHrn. ransomware) [ N AR 2

MokyLuaj oTkpuBara KpeaeHumjana (eHrn. brute force
attack, dictionary attack n cn.)

I -

I'paguxon 4.2.1 — bpoj unyuoenama npema epcmama uHYUOeHaAma
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4.3. HUKT cucremu o nmoce0OHOr 3Ha4aja KOjU ce KOPUCTE Y
00aB/bamby JEJATHOCTH OJI ONIITEr HHTEPeCa U APYruM
AeJJaTHOCTUMA
4.3.1. EHepreruka
bpoj
I'pyna unuuaeHara WHIMIeHATA
1. | Iokymaj ynaga y UKT cucrem 3.076.412
2 Wncranupame 3noHamepHor codreepa y okBupy UKT 14.853
" | cucrema
3. | OnepatuBHU MHIUJAEHTH 6.630
4. | HeoBnamrheHo npuKyIJbame Mo1aTaka 1.565
5. | [IpeBapa 922
6. | Henoctynnoct nnu orpanndena nocrynsoct UKT cucrema 167
7. | Ymag y UKT cucrem 31
8. | YrpoxkaBame 0e30¢THOCTH MoaaTaKka 4
9. | MamuaeHTy GpU3HIKO TEXHUYKE O0e30eJHOCTH 0
10. | Ocranu MHIUIOEHTH 0
YKYIIHO 3.100.584

Tabena 4.3.1.1 — Bpoj unyuoenama npema epynama unyudenama y UKT cucmemuma 00 nocebnoe snavaja Koju
ce kopucme y 00a66arby 0elamnocmu y 001acmu enepeemuxe

Haj3actynspennju Hanax y obnactu eHepreruke y 2023. roauHu je OMO MOKYIaj] OTKPHBamba
kpenenujana (3.071.449), na npyrom mecty je tpojanar (13.207), tpehe mecto 3ayzumajy
npobiieMu y pany ca coprBepckuM kommoHeHTama (6.105), 1ok Cy Ha 4eTBPTOM M METOM
MeCTy MOKYyIaj uckopuirhaBama pambuBocTH cuctema (4.963) u ckenupame nmoptosa (1.490)
(T'pacdukon 4.3.1.1).
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Bpoj nnuaenaTra npema BpcraMa HHIM/IEHATA

3,071,449

Rttt

attack, dictionary attack v cn.)

TpojaHal, | 13,207
Mpobnemun y pasy ca copTBEPCKMM KOMMNOHEHTAMA 6,105
Mokywaj uckopuiwhasarba parbMBOCTM CUCTEMA 4,963

CkeHupare noptosa 1,490

I'paguron 4.3.1.1 — Ilem najuewthux epcma unyuoenama y oo1acmu enepeemuke

4.3.2. CaoOpahaj

bpoj
I'pyna mHnuaenara MHIMJIEHATAa

1 WNHucranmupame 3moHamepHOT codpTBepa y okBupy MKT 1.741
cucreMa

2. | IIpeBapa 263
3. | OnepatuBHU UHITUIACHTH 254
4. | HeoBnanrheHo MpUKyIJbambe MoaTaKka 202
5. | Hegoctynunoct wim orpannuena nocrynHoct KT cuctema 27
6. | [Toxymaj ynaga y UKT cucrem 5
7. | Ocranu nHIMAEHTH 2
8. | Ymag y UKT cucrem 1
9. | MamuaeHTy GU3HIKO TEXHUYKE O0e30eJHOCTH 1
10. | YrpoxaBame 6e30€THOCTH Mo1aTaka 0

YKYIIHO 2.496

Tabena 4.3.2.1 — Bpoj unyudenama npema epynama unyuoenama y UKT cucmemuma 00 nocebnoe 3nauaja koju
ce kopucme y obasmaryy deramuocmu y ooracmu caoobpahaja

VY obmactu caobpahaja Tokom 2023. roauHe 3abesexeH je Hajsehn Opoj mpujasa Bupyca (806),
JAPYrd 1O 3acTymbeHocTH je Tpojanar; (596), tpehe mecro 3ay3uma nps (334), yerBpTO
¢bummnar (263), 10K je Ha METOM OTKa3WBame xapasepckux kommoHeHTd (204) (I'padukon
4.3.2.1).
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Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

Bpoj nnnuaenaTa npemMa BpcraMa MHIM/IEHATA

Bvpyc | so6
Tpojaray, [N 506
Lips (eHrn. worm) _ 334
®uwnnr (enrn. phishing) _ 263
OTKasmBarbe XxapABepPCKMX KOMMOHEHTH _ 204

Ipagpuxon 4.3.2.1 — Ilem najuewshiux epcma unyuoenama y oonacmu caobpahaja

4.3.3. 3apaBcTBO

bpoj
I'pyna nnnnaenara HHIMIeHaTa

1. | IIpeBapa 26.422
2. | Moxymaj ynaga y UKT cucrem 12.924
3. | Heosnamrheno npukyrbame mogaTaka 10.772
4. | OnepaTuBHU UHLIUJIEHTH 2.615
5 Wncranupame 3moHamepHor codpreepa y okBupy UKT 2.307
cucreMa

6. | Yman y UKT cucrem 377
7. | HemoctynHocTt nnu orpanndena gocrynsoct UKT cucrema 114
8. | Unnmnentu pus3mako TexHu4IKe 6€30e1HOCTH 9
9. | YrpoxkaBame 6e30e1HOCTH MTO/1aTaKa 5
10. | Ocrann MHIUIOEHTH 0

YKVYIIHO 55.806

Tabena 4.3.3.1 — bpoj unyudenama npema epynama unyuoenama y UKT cucmemuma 00 nocebnoe 3uavaja Koju
ce kopucme y 006a8/6aiby 0elamHoCmu 30pascmaed

Toxom 2023. rouHe 3/ipaBCTBEHU CEKTOP je OO HAjU3I0KEHUjU pUIIMHT Harmaauma (26.421),
Ha JPYroM MeCTy Hajia3e ce MOKymaju uckopumthaBama pamuBocTH cuctema (6.882), na
Tpehem ckeHupame noprosa (6.405), 3aTUM Ha YETBPTOM MECTy OTKpUBAH-E KpeldeHIIMjaja
(6.042) u na merom Mecty ca 4.359 mpujaBa Hala3u Cce COIMjATHU HHKCEEPHUHT - JIAXKHO
npencrasibame U Apyru oomuiu (I'padukon 4.3.3.1).
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E|5T Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

Bpoj nnnuaenaTra npema BpcraMa HHIM/IEHATA

Suwwnr (enrn. phishing) |G 25,421

Mokywaj nckopuwhasarba parbnBOCTM CUCTEMA _ 6,882

CkeHuparbe nopTtosa _ 6,405

MoKyLuaj OTKpMBakba KpeaeHumjana (eHra. brute
force attack, dictionary attack u cn.) _ 6,042

CouMjanHn UHXKeHEPUHT (NaXHO
npescras/batbe U Apyru 06amum) B 4359

I'paguron 4.3.3.1 — Ilem najuewthux epcma unyuoenama y ooracmu 30pascmed

4.3.4. bankapcTBO U (PUHAHCHjCKA TPKUIITA
e &
I'pyna uHuuenara WHIHIEeHATA
1. [Moxymaj ynana y UKT cuctem 11.328
2. | IIpeBapa 10.698
3. | HeormamheHo npukympame mogaTaka 7.569
4. | OnepaTuBHU MHLIUJEHTH 2.348
5. | Hegoctynnoct uiu orpannyena nocrynHoct UKT cuctema 1.206
6. | Ocranu MHUKUIEHTH 1.167
7 WNHucranupame 3no0HamepHor coptBepa y oksupy MKT 1.006
crcTemMa
8. | Ymag y UKT cucrem 32
9. | UamuaenTn Gpu3nyko TeXHUUKE 6€30eTHOCTH 13
10. | YrpoxaBame 6e30eJHOCTH ToJaTaKa 1
YKYIIHO 35.368

Tabena 4.3.4.1 — Bpoj unyudenama npema epynama unyuoenama y UKT cucmemuma 00 nocebnoe 3nauaja koju
ce kopucme y 00a8/b6aiby 0elamHocmu y oonacmu 6auKapcmea u UHAHCUJCKUX MPACUUTNG

UKT cucremn ox moceOHOr 3Hayaja w3 00JacTH OaHKapcTBa W (DMHAHCHU]CKUX TPXKHUIITA
npujaBibyjy Hajehu Opoj ¢ummnar namama (10.698), mok je Ha APyroM MecTy MOKYIIa]
otkpuBama kpeaeHnujaiga (10.419), ciaemu ckenupame moproBa ca 7.493 mpujaBa, 0K
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Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

OTKa3MBambe XapABEPCKUX KOMIIOHEHTH Opoju 2.250 rpujasa, a Ha IETOM MECTY Cy MHIIMJCHTH
KOjH He CMajajy y rope HaBeJeHe Kateropuje Kojux je omno 1.167 (I'padukon 4.3.4.1).

Bpoj nnnuaenaTra npema BpcraMa HHIM/IEHATA

®uwnnr (eHrn. phishing)  IEGEEE 10,698

Mokyluaj oTKpMBakba KpeaeHuujana (eHrn. brute force
attack, dictionary attack u cn.)

Ckenuparbe noprosa [N 7,493

[ — 10,419

Otkasueare xapasepckmx komnodenTy [ 2,250

MHumaeHT Koju He cnagajy y rope HasegeHe kateropvje [ 1,167

Tpagpuxon 4.3.4.1 — Ilem najuewhiux epcma unyuoenama y oo1acmu 6ankapcmea u QUHAHCUJCKUX MPAHCULIMA

4.3.5. JururasHa uHppacTpyKrypa

bpoj
I'pyna nuanuaenara HMHIIMIeHaTa

' 1. | Heosnamheno IPUKYTJbAKE N10/1aTaKa 7.935.734
2. | Ioxymaj ynaga y UKT cucrem 108.634
3. | OnepaTnBHU MHIUACHTH 2.234
4. | Ynag y UKT cucrem 1.255
5. | HepocrynHoct minu orpannydena goctynaoct UKT cuctema 1.017
6. | IIpeBapa 685
7 Wncranupame 3moHaMepHor codpreepa y okBupy UKT

" | cucrema 536
8. | Ocranu MHIMIAEHTH 20
9. | MamuaeHTH GU3HYKO TEXHUYKE 0e30eJHOCTH 13
10. | YrpoxaBame 0e30eHOCTH ToaTaKa 0

YKYIIHO 8.050.128

Tabena 4.3.5.1 — Bpoj unyudenama npema epynama unyuoenama y UKT cucmemuma 00 nocebnoe 3nauaja koju
ce Kopucme y 06as6/6arby 0elamHocmu y 001acmu Oueumaine UHOpacmpykmype

JurutanHa uHppacTpykTypa je TokoM 2023. roauHe Ouia HajU3NIOKEHHMja CKEHUPAY
noptoBa (7.935.734), Ha ApyromM MecTy je MOKYIIaj] UCKOopHIllhaBama pambUBOCTH CHUCTEMa
(56.289), na tpehem mokymiaj oTkpuBama KpeaeHiujana (52.345), 1ok cy Ha YETBPTOM H
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MIETOM MECTY OTKa3MBame XapABEPCKUX KOMIIOHEHTH (2.227) u aucTpuOyupaHu Hamaau ca
nubeM oHeMoryhaBama nin omerama pynkinuonucama MKT cucrema (enri. DDoS) kojux je
ouno 955 (I'padukon 4.3.5.1).

Bpoj uHnuaeHaTa npemMa BpcraMa MHIIUAEHATA
,935
CKeHuparbe nopToBa

Mokywaj nckopuwhasarba pakbUBOCTU CUCTEMA | 56,289

Mokylwaj oTKpMBakba KpeaeHumjana (eHrn. brute force

attack, dictionary attack v cn.) | 52,345
OTKa3smBarbe XapABepPCKMX KOMMOHEHTU 2,227
Onctpnbympanu Hanag, ca umbem oHemoryhasarba uam
omeTarba PyHKLUMOHUCara UKT cuctema (eHrn.distributed = 955

denial-of-service attack — DDoS)

I'paguron 4.3.5.1 — Ilem najuewthiux espcma unyuoenama y 001acmu Ouzumanie unpacmpykmype

4.3.6. JloOpa ox onmuTer HHTEepeca KOju ce 0JJHOCE HA
Kopuurhewe, ynpasjbame, 3allITUTY U YHanpehemwe
nodoapa

-I I'pyna uHnuaesara bpoj unnugenara ‘

1. | HeosnamheHo npukymbame nojaraka 100.012.583
2. | Hokymaj ynaga y UKT cucrem 109.423
3. | IIpeBapa 21.748
4 Wucranupame 3monamepHor codreepa y okupy UKT 7.251
cucreMa

5. | OnepatuBHU UHITUACHTH 1.307
6. | HegoctynHocT nnm orpannyena gocrynsHoct UKT cucrema 112
7. | Ynag y UKT cucrem 27
8. | YrpoxkaBame 6€30e1HOCTH MToJaTaKa 0
9. | MHumaentu pu3nMUko TeXHUUKe 6e30eHoCTH 0
10. | OcTranu MHUUAECHTH 0

YKYIIHO 100.152.451

Tabena 4.3.6.1 — Bpoj unyudenama npema epynama unyudenama y UKT cucmemuma 00 nocebHoe sHauaja Koju
ce kopucme y 006a8/b6ary 0elamuocmu y odbracmu 006apa 00 onwmez unmepeca
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Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

HKT cucremu Koju ce Kopucte y obsactu 100pa o OINIITEr MHTEpeca KOjH Ce OJHOCE Ha
Kopumiheme, yIpaBbamke, 3alTHTY u yHampeheme mpobapa cy Tokom 2023. roauHe
3a0eJIeKIITN Ha IPBOM MecTy ckeHupame noprtosa (100.000.139), nmokymiaj uckopumrhaBama
pamuBoctu cucteMa (109.366) ce Hanasu Ha APYrom, JAOK Cy Ha TpeheM, YETBPTOM M METOM
mecty durmmnr (15.513), counjanuu nmkemepunr (10.116) u tpojanan (6.584) (I'padukon
4.3.6.1).

bpoj unnuaeHara npemMa BpcraMa MHUUAEHATA

100,000,139
CkeHuparoe noptosa G

MoKkywaj uckopuwhasarba parbMBOCTM CUCTEMA 109,366
®uwwnHr (eHrn. phishing) 15,513
CoumjanHU UHKEHEPUHT (NaXKHO NpeacTaB/bakbe U... 10,116

TpojaHay, = 6,584

Tpagpuxon 4.3.6.1 — Ilem najuewshiux epcma unyuoenama y odoracmu 006pa 00 onwimez uHmepecd Koju ce
00HOCe Ha Kopuutfierve, ynpasmarse, 3aumumy u ynanpehere oobapa

4.3.7. Yciayre uH(pOPMALUOHOT APYLITBA
-
I'pyna uHumenara WHIHIEeHATA
" 1. | HeoBnamheno IIPUKYTIJbAKE N10/1aTaKa 7.935.928
2. | HMokymaj ynaga y UKT cucrem 108.635
3. | OnepatuBHM MHUUJEHTH 2.235
4. | Yonag y UKT cucrem 1.255
5. | HemoctynHocT i orpanndeHa noctynaoct UKT cuctema 1.033
6. | [IpeBapa 686
7 Wucranmpame 3moramepHor codreepa y okBupy MKT 536

crcTemMa
8. | Ocranu MHIUACHTH 20
9. | UammaenTn Gpu3nyko TeXHUUKE 6€30eTHOCTH 13
10. | YrpoxaBame 60e30€THOCTH Mo1aTaka 0
YKYIIHO 8.050.341

Tabena 4.3.7.1 — Bpoj unyudenama npema epynama unyuoenama y UKT cucmemuma 00 nocebnoe 3nauaja Koju
ce Kopucme y 06a66ary 0eIamHocmu y 001acmu yciyeda UHGOPMAYUOHO2 OPYUmMEa

Oo6macT wHGOPMAITMOHOT JIPYIITBA OCJIeKHU HajBUINEC CKeHUpama moprosa (7.935.928), na
JPYTOM MECTY je TIOKYIIaj NCKopHIhaBama pamUBOCTH cucTema (56.290), Ha Tpehem nokyiaj
OTKpHBama KpeacHujaia (52.345), 4eTBpTOM OTKA3UBaE XapABEPCKUX KOMITOHEHTH (2.228)
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W TEeTOM MeCTy AWCTpUOyHpaHM Hamaad ca IubeM OHeMoryhaBama HIH OMETamba
¢yukunonncama UKT cucrema (enri. DDoS) kojux je ouno 958 (I'padukon 4.3.7.1).

Bpoj nnnuaenaTra npema BpcraMa HHIM/IEHATA

7,935,928

MoKkywaj uckopuwwhasarba patbMBOCTM CUCTEMA | 56,290

MoKyLwaj oTKpuBatba KpeaeHuwmjana (eHrn. brute force

attack, dictionary attack v cn.) | 52,345

OTKa3mBarbe XapABePCKUX KOMMOHEHTU 2,228

Onctpubympanu Hanag ca umbem oHemoryhasaka uam
omeTarba QyHKUMOHUCara UKT cuctema (eHrn.distributed 958
denial-of-service attack — DDoS)

I'paguron 4.3.7.1 — Ilem najuewthux epcma unyuoenama y 001acmu unpopmayuorno2 opyumea

4.3.8. OcraJjie o061acTH
w5
I'pyna unuuaenara WHIIMIeHATA
" 1. | Heosnamheno MIPUKYTLJbAE IMOJaTaKa 7.952.700
2. | IMokymaj ynaga y UKT cucrem 3.445.600
3. | IlpeBapa 24.099

Wncranupame 3moHamepHor codreepa y okBupy UKT

4 cucreMa 23.685
5. | OnepaTuBHU MHIUACHTH 3.666
6. | Ynaxy UKT cucrem 1.389
7. | Henoctymuoct mim orpannuena gocrynuoct UKT cuctema 1.199
8. | Ocranu HHIMIEHTH 305
9. | MamuaeHTH GU3HYIKO TEXHUYKE 0e30eJHOCTH 97
10. | YrpoxaBame 0e30eHOCTH ToaTaKa 0

YKYIIHO 11.452.740

Tabena 4.3.8.1 — Bpoj unyudenama npema epynama unyudenama y UKT cucmemuma 00 nocebHoe sHauaja Koju
ce kopucme y 006a6/6aivy 0eIamHoCmi OCMAIux 0oiacmu
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Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

N ocrane obnactu y KojumMa ce 00aBJbajy JEIATHOCTH OJ OIINTET HHTEpPEca W Jpyre
nenaTHOCTH ¢y TokoMm 2023. roauHe 3a0eseKuiie HajBUIle CKeHrparmba mopTosa (7.949.929),
Ha JIPYyroM MECTY je TMOKYyIlaj OTKpHBama KpeneHiujana (3.374.289), Ha tpehem mokyiiaj
uckopuirhaBama pawuBocTr cuctema (71.311), Ha yerBpToMm Tpojanarr (20.450) u Ha meToM

mecty ¢ummunr ca 17.239 npujasa (I'padukon 4.3.8.1).

Bpoj unnuaenaTa npemMa BpcramMa HHIHUIEHATA

MoKyLwaj oTKpMBakba KpegeHumjana (eHrn. brute force I 3 374,289
attack, dictionary attack v cn.) o

Mokywaj uckopuwhasarba parbnsoctv cuctema | 71,311

TpojaHal, 20,450

PuwnHr (eHrn. phishing) 17,239

Crenupare noprosa [

7,949,929

Ipagpuxon 4.3.8.1 — Ilem najuewhiux epcma unyuoenama y ocmaium 0Oaacmuma

4.3.8.1. EnekTpoHCcKe KOMYHUKALIM]je

bpoj
I'pyna mHuuaenara HHIMAEHATa

1. | Heosnawhero MPUKYTLJbAKkE MMOJaTaKa 7.935.734
2. | Mokymaj ynaga y UKT cucrem 108.643
3. | OnepatuBHU MHUUJEHTH 2.250
4. | Ynag y UKT cucrem 1.255
5. | HemoctymHoct unu orpanndena noctynHoct UKT cuctema 1.029
6. | [IpeBapa 768
7 Wncranupame 3moHamepHor codpreepa y okBupy MKT 604

cucTemMa
8. | Mnuunentu ¢pu3nuko TexHuuke 6e30eHoCTH 97
9. | Ocranu MHIMACHTH 50
10. | YrpoxaBame 6e30€THOCTH Mo1aTaka 0
YKYIIHO 8.050.430

Tabena 4.3.8.1.1 — bpoj unyuoenama npema epynama unyuoenama y UKT cucmemuma o0 nocebroe 3nauaja
Koju ce Kopucme y 00a6/6ary 0eIamHoCmu y 001acmu eneKmpOHCKUX KOMYHUKAYUa
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Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

HKT cucremu Koje KOPUCTE ONEPATOPH U3 00JIACTH €IEKTPOHCKUX KOMYHHKAIH]ja Cy TOKOM
2023. ronuHe nerekroBanM HajBehw Opoj ckeHupama moptoBa (7.935.734), npyro mecro
3ay3MMa MOKYIIaj uCKopuithaBama pambUBOCTH cucteMa (56.294), tpehe nmokymiaj oTkprBama
kpenennmjana (52.349), 4eTBPTO M METO MECTO 3ay3MMajy OTKa3HMBamkbe XapJBEPCKUX
KOMIIOHEeHTH (2.233) u nucTpulyupaHu Hamaau ca IUJbeM oHemoryhaBama WIM OMeTama
dbyukimonucama UKT cucrema (enra. DDoOS) kojux je 6umo 955 (I'padukon 4.3.8.1.1).

Bpoj unnuaenaTa npemMa BpcramMa HHIHUIEHATA

7,935,734

Mokywaj nckopuwhaparba pakbUBOCTU CUCTEMA | 56,294

MoKyLwaj oTKpuBara KpeaeHumjana (eHrn. brute force attack,

dictionary attack n cn.) | 52,349

OTKasmBake XapABEePCKUX KOMMOHEHTHU 2,233

Anctpubymnpanm Hanag, ca ummbem oHemoryhasaka uim
omeTaka PyHKLMOHMCcaka UKT cuctema (eHrn.distributed 955
denial-of-service attack — DDoS)

I'paguron 4.3.8.1.1 — Ilem najuewhux epcma unyudenama y 001acmu eieKmpOHCKUX KOMYHUKAYU]A

4.3.8.2. M3naBame cJy:KO0eHOT rj1acuia

bpoj
I'pyna muHnuaenara HHIMAEHATa

1. | Hoxymaj ynana y UKT cuctem 5.400
2. | HeoBnamheno npukymnspame moaaraka 220
3. | OnepatuBHU UHITUIACHTH 16
4 Hucranupame 3monamepHor codrrepa y okBupy UKT 0
cucTema

5. | IIpeBapa 0
6. | Ynan y UKT cucrem 0
7. | Hemocrynuoct umm orpannuena gocrynnoct UKT cucrema 0
8. | YrpoxaBame 6€30e1HOCTH MoaTaKa 0
9. | MHumaenty Gpusnyuko TexHuyke 6e30e1HOoCTH 0
10. | Ocranu WHIMIEHTH 0

YKYIIHO 5.636

Tabena 4.3.8.2.1 — Bpoj unyuoenama npema epynama unyuoenama y UKT cucmemuma 00 nocedbnoe snauaja
Koju ce Kopucme y 00a6/6ary 0e1amuoCcmu y 001acmu u30asarba CiylicOenoe elachuxa
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UKT cucremu koje KOpUCTE Onepatopu U3 o0JacTH U3aBama CIIy>KOEHOT IJ1acuia cy TOKOM
2023. ronuHe AETEKTOBAJM MOKYIIa] OTKpHBama kpeaeHujana 5.400 myTa, 10K ce Ha IPYyromM
MECTY HaJla3Hu CKeHupame noproa (220), a Ha Tpehem 1 4eTBPTOM MecCTy ce Hajlaze MpodIeMu
y paxy ca coTBepCKMM KOMIIOHEHTama Kojux je Ouio 10 M oTKa3uBame XapABEPCKHUX
komrioneHTH ca 6 npujasa (I'papukon 4.3.8.1.1).

Bpoj unnuaenaTa npemMa BpcramMa HHIHUIEHATA

Pokusaj otkrivanja kredencijala (engl. brute force attack, —5 400

dictionary attack i sl.)

Skeniranje portova || 220
Problemi u radu sa softverskim komponentama 10

Otkazivanje hardverskih komponenti | 6

I'pagpuron 4.3.8.2.1 — Ilem najuewhux epcma unyuoenama y obracmu uz0asarsd CiysicoeHoe enacuid

4.3.8.3. YnpaBbame HyKJIeapHUM 00jeKTUMA

1. | IpeBapa 100

2 Wncranupame 3moHamepHor codreepa y okBupy UKT
" | cucrema 98
3. | Ilokymaj ynaga y UKT cucrem 50
4. | HenoctynHoct miu orpanndena goctynsoct UKT cucrema 22
5. | OnepatuBHU UHITUIACHTH 21
6. | HeoBnamheHno npukynibame nogaraka 0
7. | Yman y UKT cucrem 0
8. | YrpoxkaBame 0e30¢THOCTH IMoaTaKa 0
9. | MHumaenTy Gpusnuko TexHu4yKe 0e30e1HOCTH 0
10. | Ocranu HHIIUOAEHTH 0
YKYIIHO 291

Tabena 4.3.8.3.1 — bpoj unyuoenama npema epynama unyuoenama y UKT cucmemuma o0 nocebroe 3nauaja
Koju ce Kopucme y 00a6/6amy 0eIamHoCmu y 001acmu Yynpasoard HyKieapHum 00jekmuma

VY oburactu yripaBsbamba HyKJIeapHUM 00jeKTHMa Haj3acTyIbeHuju Haray je ¢purmmar (100), Ha
apyrom mecty mmujyHcku codteep (90), Ha Tpehem mokymiaj uckopumhaBamba pambUBOCTH
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Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

cucrema (50), 10K ce Ha YETBPTOM M IIETOM MeCTy Hajla3e MpeKu]l (PyHKIMOHHCAakha CUCTEMA
WIN Jiefia cucTeMa ca 22 mpHjaBe U OTKa3HMBambEe XapJABEPCKUX KOMIOHEHTH ca 21 mpujaBom

(I'padpuxon 4.3.8.3.1).

Bpoj unnuaenaTa npemMa BpcramMa HHIHMIEHATA

duwmnHr (eHrn. phishing)
LLnnjyHcKkn codTBep (eHrn.spyware)

Mokywwaj uckopuwhasarba parbnBOCTU CUCTEMA

OTKa3mMBame Xa PABEPCKUX KOMMOHEHTU

Mpeknsa y dyHKLMOHMCakY CUCTEMA UK AeNa CUCTEMA...

[ —— 100
I — 90
I 50

I 22

I 21

I'pagpuron 4.3.8.3.1 — Ilem najuewhux epcma unyuoenama y o01aCMU ynpassarsd HyKICApHUM 00jeKmuma

4.3.8.4. Ilpou3Boama, NpoMeT U NMPEBO3 HYKJIeaApHOT
HAOPY:Kamkha M BOjHE onpemMe

bpoj
I'pyna nnnnaenara HHIMIeHaTa

1 [Toxymaj ynana y UKT cuctem 3.077.084

2 WNucranupame 3monamepHor coprteepa y oksupy MKT
" | cucrema 3.517
3. | IlpeBapa 538
4. | HeoBnamheHo MpUKYIIJbamkbe MoaTaKa 68
5. | OnepatuBHU UHUUJEHTH 14
6. | Henoctynmuoct miu orpanuuena gocrynaoct UKT cuctema 7
7. | Ynag y UKT cucrem 0
8. | YrpoxkaBame 0e30eTHOCTH IMoaTaKka 0
9. | MHumaenTn Gpusnuko TexHuuyKe 0e30e1HOCTH 0
10. | Ocranu unpaeHTH 0
YKYIIHO 3.081.228

Tabena 4.3.8.4.1 — bpoj unyuoenama npema epynama unyuoenama y UKT cucmemuma 00 nocebroe 3nauaja
Koju ce Kopucme y 00a6/6ary 0eIamHoCmu y 001acmu npousgo0re, NPOMemd i npeso3a HyKIeapHO2
HAOPYHCaAtsa U 80jHe Onpeme

VY obnacTu NMpou3BOAKE, MPOMETa M IPEBO3a HYKJIEAPHOT HAopyXkama U BOJHE OIpeMe
HAj3aCTYIUbCHUJH HAMaJ je MOKYIaj OTKpuBama KpeaeHnujana (3.072.123), na gipyrom mecty
je mokyiiaj uckopunihaBama pamuBocTH cucrtema (4.961), na tpehem tpojanar (3.512), mok
ce Ha 4eTBpTOM MecTy Hanasu (umuar (538) a Ha METOM MECTY je KOMIIPOMUTOBAME WIIH
ypeme mojaartaka ca 67 npujasa (I'paduxon 4.3.8.4.1).

37



Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

Bpoj nnnuaenaTra npema BpcraMa HHIM/IEHATA

3,072,123

T O K e e o

attack, dictionary attack v cn.)

Mokywaj nckopuwhasarba pakbUBOCTU CUCTEMA 4,961
TpojaHal, 3,512

®duwuHr (eHrn. phishing) = 538

KomnpomuTtoBatrbe UAu Lyperse nogataka (eHrn.data

breaches) 67

I'pagpuron 4.3.8.4.1 — Ilem najuewhux epcma unyuoenama y od1acmu npouseoorwe, npomema u npeeosa
HYKIEApPHO2 HAOPYHCARLA U 80JHE onpeme

4.3.8.5. Ynpassbame 0THAA0M

bpoj
I'pyna unnuaenara MHIMIEHATA

1. | Hoxymaj ynana y UKT cucrem 266
2. | Ocraim MHIUICHTH 250
3. | IlpeBapa 70
4. | HeoBnamheHo MpUKYIIJbamkbe MoaTaKa 36
5. | OnepaTuBHU MHLIUACHTH 31
6 Wncranupame 3moHamepHor codpreepa y okBupy UKT
" | cucrema 21
Henocrynnoct nnmn orpanndena gocrynsoct MKT cucrema 4
8. | Yman y UKT cucrem 0
9. | YrpoxaBame 6e30€1HOCTH MojaTaka 0
10. | UanunenTy Gu3nyKo TeXHUUKe 6e30€THOCTH 0
YKYIIHO 678

Tabena 4.3.8.5.1 — Bpoj unyuoenama npema epynama unyudenama y UKT cucmemuma 00 nocednoe snauaja
Koju ce Kopucme y 00a6/6ary 0e1amuoCcmu y 001acmu ynpasasarba 0mnadom

VY obnactu ympaBibarma OTIAJOM Haj3acTyIUbCHUJU je OMO TMOKyIIaj HCKopuinhaBamba
pamUBOCTH cucTeMa (266), 3aTUM MHUIUACHTH KOjH HE CIajajy y rope HaBe/eHe KaTeropuje
(250), Ha Tpehem mecty je ¢ummnr (70), H0K Cy Ha YETBPTOM H METOM MECTY COLHUjaTHU
ukemepuHr (29) W oTKasuWBame XapaBepcKux KommoHeHTH ca 19 mpujaBa (I'padukon
4.3.8.5.1).
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Hzeewmaj o cmamucmuukum nodayuma o unyuoenmuma y 2023. 200unu

Bpoj nnnuaenaTra npema BpcraMa HHIM/IEHATA

Nokywaj uckopuuhasarea parssocrn cucrema | 56
MHUMOEeHTU KOju He cnajajy y rope HaBeAeHe KaTeropumje _ 250
duwmnHr (eHrn. phishing) _ 70

CoumjanHU MHXKEHEPUHT (NaXKHO NpeacTaB/bakbe U APYyrv
06aunum) - 29

OTKa3MBake XapABepPCKMX KOMMOHEHTU - 19

I'pauron 4.3.8.5.1 — Ilem najuewhux epcma unyuoenama y 061aCmu ynpaesarea omnadom

4.3.8.6. KomyHaJ/iHe 1eJ1aTHOCTH

I
| 'pyna uHumaenara HWHIIMIeHATA
1. | IpeBapa 22.606
Wncranupame 3moHamepHor codpreepa y okBupy UKT
2 cucTemMa 19.463
3. | lokymaj ynaga y UKT cucrem 11.469
4. | HeonaurheHo MpUKyIJbamke MoaTaKa 2.778
5. | OnepaTuBHU UHUIUJEHTH 1.355
6. | Henoctynmuoct mim orpannuena gocrynaoct UKT cuctema 145
7. | Ynany UKT cucrem 134
8. | Ocranu HHIMIAEHTH 5
9. | MHumaenTy Gpusnuko TexHu4ke 0e30e1HOCTH 2
10. | YrpoxaBame 6€30€JHOCTH Mo1aTaKa 0
YKYIIHO 57.957

Tabena 4.3.8.6.1 — Bpoj unyuoenama npema epynama unyudenama y UKT cucmemuma 00 nocedbnoe snauaja
Koju ce kopucme y 06a66arby 0elamuocmu y 001acmu KOMYHATHUX 0elamHOCU

Tokom 2023. rogune cy omepatopu UKT cucrema on moceOGHOr 3Hayaja Koju 00aBIbajy
KOMYHAaJIHE JeNaTHOCTH 3abenexuan Hajsehn Opoj wHcTamupama TpojaHana (16.412), na
apyrom mecty je ¢pumuHr (16.370), Ha Tpehem nmoky1aj uckopuirhaBama pabUBOCTH CUCTEMA
(10.005), Ha yetBpTOM MecTy je HeoBnamtheHo kKopuinheme pecypcea (6.236) 10K je Ha eTOM
MECTy mpecpeTrame noaataka u3mel)y pauynapa u cepsepa (2.315) (I'paduxon 4.3.8.6.1).
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Bpoj unnuaenaTa npemMa BpcramMa HHIHUIEHATA

Tojariau, [ (6412
®wwnr (enrn. phishing) | IEEGEGE—_—_— 15,370
Mokywaj nckopuwhasara parsusoctv cucrema || GGG 10,005

HeosnawheHo Kopuwhere pecypca (eHr. cryptojacking) _ 6.236
n apyrn obamum !

MpecpeTatbe nogataka nsamehy padyHapa v cepsepa
(eHrn.sniffing) B 2315

Ipagpuxon 4.3.8.6.1 — Ilem nHajuewhux epcma unyudeHama y o61acmu ynpasoarsa omnadom

4.3.8.7. Ilpou3Boama u cHa0IeBambe XeMUKAJINjaMa

bpoj
I'pyna nuanuaenara HMHIIMIeHaTa

1 [Toxymaj ynana y UKT cuctem 242.953
2. | HeosnamheHo npukymnbame nogaraka 13.870
3. | IlpeBapa 39
4. | OnepaTHBHU UHIMJEHTH 5
5 WNucranupame 3monamepHor coprteepa y oksupy MKT

" | cucrema 0
6. | Ymaxg y UKT cucrem 0
7. | HemoctynHocTt unu orpanndena gocrynHoct UKT cucrema 0
8. | YrpoxxaBamwe 0e30e1HOCTH NoJaTaka 0
9. | MamuaenTy GU3HYKO TEXHUYKE 0e30eJHOCTH 0
10. | Ocranu MHIMIEHTH 0

YKYIIHO 256.867

Tabena 4.3.8.7.1 — Bpoj unyuoenama npema epynama unyudenama y UKT cucmemuma 00 nocedbnoe snauaja
Koju ce kopucme y 00a66arby 0elamuocmu y 001acmu npou3so0rse U cHab0esara XeMuKaiujama

OOmacT mpom3BOIKE M CHabOJeBama XeMmMHKanwjama je TokoM 2023. roamHe Owmia
HAjU3JIOKCHU]ja HalaauMa TIOKyIIaja OTKpUBama KpeaeHujama (242.953), ckeHupama
moptoBa (13.820), nok je Ha TpeheM MecTy conMjaaHM WHKEmepuHr ca 50 mpujaBa, a Ha
YETBPTOM M TIETOM MECTy Ccy ¢GuImuHT ca 39 mpujaBa u mpoOieMu y paay ca codhTBEPCKUM
kommoneHTama ca 4 npujase (I'padukon 4.3.8.7.1).
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Bpoj nnnuaenaTra npema BpcraMa HHIM/IEHATA

Mokylwaj oTKpuBakba KpeaeHuumjana (eHra. brute force
attack, dictionary attack u cn.)

CKeHUpake NopToBa

CouujanHu UHKeHEePUHT (1aXKHO NpeAcTaB/bakbe U Apyrn
0611uM)

PuwnHr (eHrn. phishing)

. 242,953
B 13,820
50

39

Mpobnemu y pagy ca copTBepcKMM KOMMNOHeHTama = 4

Ipagpuxon 4.3.8.7.1 — [lem Hajuewhux epcma unyudeHama y o61acmu npouseoorwe u CHab0e6arsa XemMukaiujama

4.4,

HUKT cucremu o1 moce0OHOI 3HAYAja KOjU Ce KOPUCTE Y
NPaBHUM JHMIUMA Koje ocHuBa PenyOsiuka Cpouja,
AyTOHOMHA NMOKPAjUHA WIHN jeIMHULIA JIOKAJHE CAMOYyIIPaBe
3a o0aBJbame AEJIATHOCTH O/ ONIITEr HHTEpeca

WNHucranupame 3no0HamepHor coptBepa y oksupy MKT

1 cucreMa 12.537
2. | HeoBnamheHo npukymbame moaaTaka 2.623
3. | IlpeBapa 22.048
4. | llokymaj ymaga y UKT cucrem 3.087.390
5. | Yman y UKT cucrem 28
6. | HemoctymHoCT mimm orpanndena qocrynHoct UKT cucrema 126
7. | YrpoxkaBame 6e€30e1HOCTH Mo1aTaKa 0
8. | OnepaTuBHU MHLIUACHTH 1.070
9. | MamuaeHTH GU3HYIKO TEXHUYKE 0e30eJHOCTH 2
10. | Ocranu MHIMIEHTH 6

YKYIIHO 3.125.830

Tabena 4.4.1 — Bpoj unyudenama npema epynama unyuoenama y UKT cucmemuma 00 nocebroe 3sHauaja xoju
ce kopucme y 06a6/6ary 0eiamHocmu y 001acmuma 00 onuime2 uHmepeca u Opy2um 0eramuoCcmumd

Oga Bpcra KT cuctema je Tokom 2023. roguHe Onita Haju3IOKEHU]ja HamauMa TOKyIaja
oTKpuBama Kpeneniujana (3.072.427), na apyrom mecty je ¢ummunr (15.812), na tpehem
MOKyIIIaj HCKopHIThaBama pamuBocTH cuctema (14.963), Ha yerBprom Tpojanari (10.135) u Ha
MeTOM MECTy HeoBJantheHo kopuniheme pecypea ca 6.236 npujasa (I'padukon 4.4.1).
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Bpoj unnuaenaTa npemMa BpcraMa HHIHUIEHATA

3,072,427
MoKywaj oTKpMBakba KpeaeHumjana (eHrn. brute force s

attack, dictionary attack v cn.)

®uwmnr (eHrn. phishing) | 15,812
Mokywwaj nckopuwhasarba parbMBOCTM cucTema | 14,963

TpojaHay, 10,135

HeosnawheHo Kopuwhere pecypca (eHrn. cryptojacking)

6,236
n Apyrn obanum

I'papuron 4.4.1 — [1em najuewthux espcma unyudenama y UKT cucmemuma 00 nocebnoe 3nauaja koju ce
Kopucme y npasHum auyuma Koje ocnusa Penyonruxa Cpouja, aymonomua nokpajuna uiu jeOuHuya 10KaiHe
camoynpase 3a 00a6/6arbe OEIAMHOCMU 00 OnWme2 unmepeca
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5. 3akipyuak

logumimby  W3BEIITaj] O CTATHCTUYKHM IOJalliMa O CBUM WHIMICHTHMA MPEICTaBIba
cBeoOyxBaraH mperien cajoep nperrn y UKT cuctemuma on moceOHor 3Havaja. [Ipaheme
OBHX TojaTaka omoryhaBa carienaBame TpPEHJOBA Harmaja, IITO MPEACTaB/ba OCHOB 3a
KpeHpame aJeKBaTHUX CTPATETrHja 3a 0JJOpaHy OJ] aKTyeITHUX Haraja.

Haj3acTynspeHnja BpcTa MHIMJCHATA je CKEHUpPAIE MOPTOBA KOja MpHUIaja TPYNU Hamajga
HeoBJantheHo MpUKyIbamke nogaTakd. OBa rpyrma u BpcTa Hamaja cy Ouiie Beoma 3acTyIbeHe
ny 2022. ronquan. CKeHUpame MOPTOBA j€ HaIaJ| KOjU CIYXKU 33 MPUKYIUbamke HHPOopMaIija
Y HE HAHOCHU JWPEKTHY HITETYy CaMoj METH, Beh ce KOpUCTH 3a NpubaBibambe KOPUCHHUX
nHpopmanuja 3a cieaehe dhaze Hanama. ['1aBHU IUJB OBOT HAMa/a jé OTKPUBAHE KOJU TOPTOBU
Cy OTBOpPEHH U KOjU C€ CEPBUCH KOPHCTE KAaKO OM ce€ MCKOPHCTUIIEC TOTEHIIH]jalTHE PAbUBOCTH.
3actynsbeHocCT je moBehana u 300T ayromMaru3aiuje oBe Bpcte Hananaa, a camu KT cucremu
0]l TOCeOHOT 3HaYaja MOTYy OUTH JI€0 CKEHUPAHOT OTICera.

Oga Bpcra Hamaja je Haj3actymibeHuja y KT cucremMuma Koju ce KOpPUCTE y JAUTHMTAIHO]
UHPPACTPYKTYPH, yciyrama nHGOPMAIIMOHOT JIPYIITBA, IEKTPOHCKUX KOMYHUKAIH]ja, Ka0o U
y UKT cucremuma koju ce 6aBe 100puma oJ1 OMIITET HHTEpeca Koja ce 0JJHOCE Ha KopulIheme,
yIpaBJbamke U 3aIITUTY U yHanpeheme nodapa.

Ha npyrom MecTy Hamasm ce MoKymaj OTKpHUBama KpeACHIIjana KOju crajaa y rpyIy Hamajaa
nokymiaj ynaga y MKT cucrem. OBa BpcTa Hamaaa moapasyMeBa IMOKYIaj IPUCTYIa CHCTEMY
KPTBE HEMPEKUJIHUM UCTIPOOaBakHEM Pa3IMUUTUX KOMOMHAIIM]ja cI0Ba, OpojeBa U cumbosa ca
IUJbEM UICHTU(PHUKAIM]jE€ KOPUCHUYKOT UMEHA U JIO3UHKE WM KopuilhewmeM peuHuka. Ped je
0 100po Mo3HaTO] BPCTH Hamaja, Koja je joIl YBeK BeoMa epuKacHa W momylapHa Mmely
HamaJadyuMa jep HPUCTYI JISTMTUMHOM Hayory Moske oMoryhutu npuctyn yutaBom MKT
cucremy. OB Hamaau ce He ociamajy Ha pambuBocTH KT cucrema Beh Ha crnabe no3uHke
KOPHCHHKA.

Oga Bpcta Hamazaa je Haj3actymibeHuja y MKT cucremuma ox moceGHOr 3Hauaja Koju ce
KOpHUCTe y 00aBJpamy IOCIOBA y OpTaHMMa BIIACTH, y OOJACTH €HEPreTHKe, MPOU3BOIE,
IIpOMeTa M MPeBO3a HYKJIEApHOT HAOpYXama U BOJHE OIpeMe, IPOM3BOIBU U CHAO/IEBamy
XeMUKaJHjaMa, Kao U 'y CITy’)KOCHOM TJIACHHKY.

[Tokymaj uckopuirhaBama pambUBOCTH cUcTEMA je Ha TpeheM MecTy U npeacTaBsba caadbocT
YHMjOM 3JI0yNOTpeOOM Haragayl MOTY YTPO3UTH MHTETPUTET, PACHIOI0KHUBOCT, ayTEHTUYHOCT
U HENOpeluMBOCT TMojaTaka Kojuma ce pykyje nomohy MWKT cucrema. Ilokymiaj
uckopuinhaBamba pambUBOCTU CHCTEMa j€ HamajJ KOjUM Hamajad IMOKyllaBa Ja MPUCTYIH
CHCTEMY 3a KOjU HeMa ojo0peme, MCcKopulthaBamkeM IMO3HATHX WM HOBUX PamHUBOCTH.
[TocToju HEKOJIMKO jaBHO NOCTYNHHUX €BHJEHIIM]a MO3HATHUX pamHBOCTH Kao mrto cy CVE,
NVD u OVAL. CVE uaentuduxarop oOMYHO yKJbydyje KpaTak OIKC, a IOHEKaJ] M CaBeTe,
yIyTCTBa U U3BellTaje. bpoj oBUX Hamaja ykaszyje Ha moTpely 3a epuKacCHUjUM yIpaBJbambeM
3aKprama, OJHOCHO peNOBHOM axypupawy. Y Ty cBpxy Hamumonamnu IEPT penosHo
o0jaBipyje MH(pOpMaIMje O PambUBOCTHMA M 3aKplamMa Koje ce THUYY Haj3acTYIJbeHHjHX
codrBepa u ypehaja y Hamoj 3emsbr (https://www.cert.rs/preporuke.html).
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OBa BpcTa Hamaja je Beoma 3acTylUbeHa y obnactu ympaibamba UKT cucremmuma koju
ympaBibajy noOpuMa oj OIIITEr MHTEpeca KOju ce OJHOCE Ha Kopullheme, yrnpaBibambe,
3amTUTy U yHanpeheme mobapa, mUrUTAIHO] HHPPACTPYKTYPH, yciayrama WH(OOPMAIHOHOT
JPYIITBA, 3PAaBCTBY, CHEPIETHIIA U OCTAIUM O0JIaCTHMa (ETIEKTPOHCKMM KOMYHHKAIlUjama,
HYKJICAPHUM 00jEKTHMa, HAOpY)Kalby W BOjHO] OTIPEMH, YIPaBJbakby OTHAJIOM H KOMYHATHUM
JeIaTHOCTUMA.

Ha uverBproM Mecty ce Hana3u ¢umuHr. Tokom 2023. roguHe CIPOBEACHO jeé HEKOJIHMKO
BEJIMKHX (PUIIMHT KaMIamkba Yrja cy MeTa Ominu kopucHuI nateprueta y Cpouju. [locebno ce
UCTHYY KaMIame Koje Cy Ouiie ycMepeHe Ha KOPUCHHKE MOIITAHCKHUX YCIIyra U IaThopMHu 3a
e-TProBUHy Kao u kamnama Ha Viber- y. [Ipucnena e-nomra mimu CMC nopyka cy Hajuenihe
campkany o0aBelITeEe Ja je MPUCTHrao IMakeT 3a KOPHCHUKA, Iy Jla HUje MOrao OWTH
UCTIOpYYeH jep HHje yrutaheH oapeheHM M3HOC 3a IAPUHCKE TPOIIKOBE HIIM aapeca HHje
MOTITyHA. Y MOPYIHU e-TIOIITE CE JJajbe 0J1 KOPUCHHKA 3aXTEBAJIO JIa KIIMKHE Ha JIMHK HA KOjeM
nume "Jla Oucte MOTBpOMIIM HCIOPYKYy Bamier makera KiukHuTe oBje", HaKOH dera je
KOPHCHHK HaBOJHO no0ujao e-momty wim CMC mopyky kKojoM ce MoTBplyje ucmopyka
nomubke. Kimukom Ha moHyheHu JTMHK KOPUCHHK Ce€ MPEYCMEPaBao Ha JIAXKHY CTPAHHMILY 3a
unTepHet mwiahame [lomre CpOuje, y K0joj ce 3aXTeBao yHOC MojaTaka: Opoj IuiaTHe KapTHUIe,
UMe U Tpe3uMe, PoK Tpajama, kao u CVV2/CVC2 6poj kaptuiie. CBU mojpaiu Koje Cy
KOPUCHUIM YHOCHJIHM Ha JIaXHy (GopMy omoryhwim cy HamagayuMa OpPUCTYI HUXOBOM
0aHKOBHOM pauyyHy U HEMOCpeaHy (pUHAHCH]CKY JOOUT 3a Halajgaya.

OUImMHT Kammama YCMepeHa Ha KOPHCHHKE IUTaTGOpMH 3a e-TProBUHYy HUMa HUCTY
MeToAonorujy. HaBogHM Kynall KOMYHHUKalUjy HOYMEE€ MHUTAKEM OIJallliBavy Ja JH je
MIPOU3BOJI U J1aJb€ JOCTYIIaH U J1a M KYNOIpoaaja MOXKe J1a ce€ 00aBU €JIeKTPOHCKUM ITyTEM.
Tana Hanagay y CBoje MMe WK Y KM€ ,,aJ]MUHUCTpaTOpa I1aThopme 3a e-TProBUHY * J0CTaBJbha
KPTBU Tj. OTJIAIIMBavy, JUHK ca 00jallllemheM J1a je HaBOJHU Kymall Beh yImiaTHo cpeacTa
MPEKO arIMKalyje ¥ Ol OrjlallliBavya TPaXkH Ja KIMKHE Ha JMHK KOjU BOAM Ha CTPaHHILy Ha
KO0jOj ce 3axTeBa Jla yHece y oJpeheHa mosba rnojatke ca 6aHkoBHe kaprtule (Opoj KapTuie u
CVV 6poj) kako O1 My ce HaBOJIHO M3BPIIMJIA yIIIaTa.

Kpajem 2023. romune Ouna je aktyenHa (ummHr kamnama Ha Viber-y kojy xapakrepuiry
JMHKOBH KOjH MOYMIbY ca TekcToM “https://www.viber.com/activate secondary/". TIpenopyka
Hammonanuor IIEPT-a kopucHuiimMa ycinyra MHTEpHETa je J1a He MPHUCTYIIa]y JUHKOBUMA U3
HOpPYKE jep Ha Taj HAuMH MO)Ke OUTH KOMIPOMHTOBATH HBHUXOB Haior Ha Viber-y. Kinkom Ha
JWHK Hamajgady Om Ouio omoryheHo ma peructpyje cBoj ypehaj xao momatam ypehaj 3a
npuctyn Viber Hanory pTBe, ynMe 100Mja MOTYHHOCT Ja YuTa TMOpYyKe, MPHUCTyNa JIMCTH
KOHTaKaTa ¥ Jla ce JIAXKHO TPE/ICTaBba Y HMe )KPTBE.

Hammonanau IIEPT je moBogom oBuX (UIIMHT Hamazna o0jaBHO BHIE OOaBEIITEHA U
CaOoIIITEHAa 32 JaABHOCT Kako Ou rpahaHrMa ykazao Ha 3aCTyIIJbEHOCT OBE MpeBape.

OumuHr je Ha npBoM MecTy Mo 3actymibeHocTH y UKT cucremuma koju ce kopucre 3a
00aBJbambe MOCJIOBa y 00JIaCTH 3/IpaBCTBA, OaHKapcTBa U (PMHAHCH]A, YIIpaBJbakby HYKJI€apHUM
objextuma u 'y UKT cucremuma o moceOHOr 3Hauaja KOjU c€ KOpPHUCTE 3a 00paay MoceOHUX
BpCTa I0/1aTaka O JUYHOCTH y CMUCIIY 3aKOHA KOjU ypelyje 3alTuTy mnojataka o JUYHOCTH.
Ha npyrom mecty ¢ummunr je 3actymsbeH y MKT cuctemnuma koju ce 6aBe KOMYHaIHUM
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nenatHoctuma, 1 MKT cucremuma on moceOHOr 3Hadaja KOjU C€ KOPUCTE y oOaBJbamby
nocioBa y opranuma Binactu Uy UKT cuctemuma o moceOHOT 3Hauaja KOjU Ce KOPUCTE Y
MIpaBHUM JIMIMAa U YCTaHOBaMa Koje ocHuBa Perryonuka Cpouja, Ayronomua [Tokpajuna umm
JeIMHHUIIA JIOKAJTHE caMOyTIpaBe 3a 00aBJbamke JMENaTHOCTH OJ1 ommter uHTepeca. Ha tpehem
Mecty ¢umuHr je 3actymibeH y MKT cucremuma koju ce 0aBe ynpaBibamkeM OTIAIIOM,
caobOpahajem, UKT cuctemuma koju ce 6aBe 100prMa o OIIITEr HHTEpeca Koja ce OJJHOCE Ha
kopumiheme, yrpaBibame, 3alITUTY W yHanpeheme modapa on ommrer umHTepeca. Takohe,
¢uImuHr je Ha 4YeTBPTOM MecTy Mo 3actymbeHoctd koj MKT cucrema koju ce Oase
HAOPYKambeM M BOJHOM OIPEMOM H MTPOU3BOIHOM U CHA0/ICBAKEM XEMHUKAJIHMjaMa.

Wmajyhu y Buay 3Hayaj rpyne Hamaaa - MHCTAIHMpame 3J0HaMepHor codrBepa (ManBepa),
Tpeba HamoMeHyTH aa cy TokoM 2023. roauHe Haj3acTyIUbEHHUjE BpPCTE MajiBepa Owmiie
TpoOjaHall, BUPYC U IIHjYHCKU COPTBEP

Tpojanar je Bpcta 3moHamMepHor codTBepa Koja MOKyIlIaBa 1a ce IpecTaBu KOPUCHUIIMMA Kao
KOPHCHHM MPOTpaM U Ha Taj HAYMH UX MpeBapH Aa ra nokpeHy. OB mporpamMu Mory Aa npey3my
Jpyre MpeTHke ca WHTEpHeTa, yOallyjy Ipyre THIIOBE MaliBepa Ha YrpoXKEHEe padyyHape,
KOMYHHIIMPAJy ca yAaJbeHUM HamajadynuMa, Kao U Ja Oesexke CBe IITO ce Kylla Ha TacTaTypu U
T€ MOJIaTKe IIaJby Hamajaynma.

Oga Bpcra ManBepa je Haj3actymsbernja y KT cucremuma xoju ce KopHucTe y 0o0aBJbamby
KOMYHAITHUX JIeJTaTHOCTH. Ha qpyroM MecTy 1o 3acTyIJbEHOCTH TpojaHail ce jaBiba kog MKT
cucrema y obnactu caoOpahaja u y obnactu eHepreTuke, MoK je Ha Tpehem mecty kon MKT
cUCTeMa Koju ce 0aBe HaopykameM u BojHOM ompemoM U MKT cucremuma o moceOGHOT
3Hay4aja KOju ce Kopucte y obaBipamy mocioBa y opranuma Biactu. Y MKT cucremuma of
MOCEOHOT 3Havyaja KOju Ce KOPUCTE y MTPaBHUM JIMIIMMa U YCTaHOBaMa Koje ocHUBa Pemy0innka
Cpb6uja, Ayronomua I[lokpajuHa wWiIM jeAMHHIIA JIOKAJIHE CaMOyIpaBe 3a 00aBJbame
JIeTaTHOCTH OJ] OTILITET UHTEpeca TpojaHall je Ha Ha 4eTBpToM MecTy A0k je y MKT cucremuma
KOju ce OaBe m0OpuMa O] OMILUTET MHTEpeca Koja ce OJHOCE Ha KopHIIhewe, yrnpaBibambe,
3alITUTY U YHanpeheme 1o0apa, Ha IETOM MECTY IO 3acTyIJbeHOCTH. Mako je Tpojanar] jenan
O]l HajcTapMjux OOJIMKa 3J0HAMEpHOr co(TBepa MOKa3a0 Ce Kao BeOMa H3JPKJbUB U
NPUIAroJiJbUB. YCIENHO u30eraBa OTKpUBame, yrpahyje ce u mpemiauhe y pyTHHCKE
padyHapcKe oIepalje U FreHepaliHO je eBOIyHpao Tako J1a n30erapa JIeTEKTOBAbE, a ONICTaHAK
¥ Hampenak obe30el)yje Tako MTo MmocTaje 1e0 KOMILIEKCHHj1UX cajbep Hamaaa’,

Ha npyrom mMecty no 3acTynsp€HOCTH 3J0HaMEpHOI coTBepa je Bupyc. Bupycu Mory Outu
YCMEpPEeHH Ha MAaCOBHO 3apakaBamkbe pPAYyHAPCKUX Mpeka, Ha MPEXKY KOMITAHHjE WU
opraHuzanuje kKoja je mera. HuBo 3amTute onpelyje HIBO aHTa)KOBama HEOMXOHOT J1a Ce
Hamaj ycremHo criposene. C 003upom na BehuHa opranuzanmja kopuctu Firewall u npyre
Mepe 3allTUTe O]l CIIOJPHUX Halaja, YecTo ce JelIaBa Ja HamaJayd KOPUCTE METOJe
COLIMJaJTHOT MHXKEHhEpUHra Koje omoryhapajy mnakmu mnpuctyn 3amociaeHuma u UKT
CHUCTeMHMa Y KOjuMa TH 3aIlociieHu paje. Bupyc je no 3actynsseHoctu Ha nnpBom MecTy y UKT
cHCTEMHMa KOjU ce KopucTe y obnactu caoOpahaja a Ha yerBproMm mecty y UKT cucremuma
0J1 ToceOHOT 3Hayaja KOju ce KOPUCTE Y 00aBibamy MOCIOBA y OpraHUMa BIIACTH.

1 https://umbrella.cisco.com/blog/how-trojan-malware-is-evolving-to-survive-and-evade-cybersecurity-in-
2021
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Tpeha Haj3acTynpeHMja BpCcTa MaJIBepa je IIMUjyHCKH cOPTBEP KOjU MOXKE J1a C€ WHCTAINpa
0e3 cariIacHOCTH KOPUCHUKA MHOWITPUPABLEM KPO3 TMAKET aruiuKalrja, TOCETOM 3apaeHOj
MHTEPHET CTPAHUIM WM KPO3 3apakeHu npuior. OBaj MaiBep Haariena paj KOpucHUKa Kpo3
CHHMame €KpaHa, OeJIeKEmhe OHOTa IIITO Ce OTKYIIa HA TACTaTypH a YKpaJIeHE MOJaTKe I1aJbe
ayTopy LIMHjYHCKOT cO(TBEpa KOjU MX KOPUCTH WJIM Mpojaje npyrum junuMma. [lomanum mo
KOjUX C€ JI0JIa3W Ha OBaj HAYMH Cy KOPHCHUYKO UMe U Jio3uHKa, [IMH Hamora, Opoj kpeauTHe
KapTHIle, TEKCT OTKYI[aH Ha TAaCTaTypu, HABHKE y IMPETPaXKWBamby WHTEPHETa, KOpHUIINCHE
anpece e-momrte. LnujyHcku codTBep je Ha APyroM mecty mo 3actymubeHocTH kox MKT
CHUCTEMA y YH]O0j j€ HAUIS)KHOCTH yNpPaBJbake HyKICAPHUM 00jeKTHMa.

BaxHo je HamOMEHYTH Ja HOBU HalaJy HACTaBJhajy Jia c€ MO0jaBJbyjy Ha TPKUINTY cajoep
MPEeTHH, a KaKO MaJBep IMOCTaje COPUCTULIHMPAHH]H, THME j¢ TaJ YKyImHOr Opoja Hamaja
KOMIICH30BaH BehnM rocieninamMa yCiemnHo pealn30BaHux Hamajaa. HajomacHuju on cBux y
OBOM CMHCJTy Cy GaHKapCKU MaJIBep U IINIHjyHCKH copTBep?.

Nmajyhu y Buay mpelncTaBibeHEe TPEHAOBE IMOKYIIaja OTKPUBama KpeaeHIUjana, (QUIIUHT
Hamajla, OTKpUBaWka pPABUBOCTH CHCTEMa M HHCTAIMpama MalUuIMO3HUX codTBepa,
Harnmonanuu LIEPT Peny6nuke CpOuje koHTHHYHpaHO yHanpelyje npoiiece NpuKysbamba u
oOpane uHdopmaimja 0 aKTyeITHUM MpeThaMa y cajoep MpocTopy U MpyKa paHa yIo30peHmha
onepatopuma UKT cucrema on moce6Hor 3Hauaja. [lysb 0BaKBOT MPOAKTUBHOT JIEJIOBAbA j€
3ayCTaBJbalkb€ Hamajga y paHoj (as3u, Te copeyaBama HAacTaHKAa 3HAYQjHOT YIrpoKaBamba
6e36ennoctu uHPpacTpykrype u yciayra omepatopa KT cucrema ox moceGHOr 3Hauaja.
Takohe, mopen npykama yrno3opemha HHCTUTYIHjaMa O MpeTHhaMa Koje ce THYy CaMo HhHX,
Hammnonanau IEPT je y ckmamy ca Crparerujom pasBoja MHGOPMAIIMOHOT IPYIITBA U
nHdopmanuone 6e30eaHocTH 3a nepuoa ox 2021. mo 2026. ronuHe pas3Buo MIATHOPMY 3a
pasmeny uHpopmanuja usmely Harmonanuor [IEPT-a u UKT cuctema on moceOHor 3Hauaja
y by MH(GOpPMHUCAaKka O aKTYeJTHHM PHU3UIMMa M TpeTHhaMa y o0JacTH WHPOpPMAalUOHE
0e30eqHOCT W TIPOMOBHCama MpuMepa 100pe mpakce. Y OKBUPY OBe Iutatrgopme ce
pasMmemyjy uadopmanuje o uaaukaropuma komrpomuca (I aapece ca koje monaze Hanaiu,
MMPOMEHE Ha OIEpPaTUBHOM CHCTEMY/KOMaHAaMma KOj€ MaJHMIIMO3HU CO(TBEpU H3BPIIABA]Y,
JeTaJbHU ONMUC (UIIUHT Harajga, UTA.) Ol Yera ce OueKyje Jia OJaKiia JACTEeKIHjy Haraaa u
yHamnpeau mOpolec yhpasjbamka HHUUAeHTHMa oneparopuma WMKT cucrema ox moceGHOT
3Hayvaja. Y TOKYy Cy aKTUBHOCTH KOj€ UMa]y 3a IIJb ToBe3uBamke cBux oneparopa MKT cucrema
0]l MoceOHOT 3Hayaja Ha OBY IIATGOpMY.

Ha xpajy, He Tpeba 3a00opaBuTH J1a je y BehuHu cityuyajeBa JbyACKH (pakTop HajBehu pU3UK MO
uHpopmannony 6e30eanoct. 13 oBor pasnora, Harmonanuu LIEPT HactaBska ca egykaijom
KaKo 3aI0CJICHUX Ha MOCJIOBMMA KOJU c€ Ty UH(OPMAIIMOHUX TEXHOJIOTH]ja U 0e30eAHOCTH
y onepatopuma UKT cucrema ox moceOHOr 3Hauaja, Tako U mupe jaBHocTU. Hanmonamuu
LHEPT je toxom 2023. romuHe crnpoBoano TexHHuUke oOyke Ha Cyberbit mmardopmu
aKaJIeMCKO] 3ajJeTHUIIM Yy 3€MJbH, HAIMOHAJTHOM THMY MIIQJIUX TaKMHYapa KOJH Cy C€
MIPUTIPEMAIA 32 €BPOITICKO TakMuuewme ,,Buropean CyberSecurity Challenge®™, a y ckiomy
MehyHapoaHe capaame, yY9ecHHIIMMa CTYIUjCKUX ToceTa M3 cycemHux 3emasba. C apyre
ctpane, o kpaja 2022. roguHe y TpUMeHH je matdopMa 3a MoAu3ame CBECTH M 3HAma O
nH(popMannoHoj 6e30eAHOCTH KPO3 MHTEPAKTUBHE MPOTrpaMe IMOJ HA3MBOM ‘“3a 0e30eaHun]n

2https://securelist.com/mobile-malware-evolution-2021/105876/
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Hzeewmaj o cmamucmuykum nooayuma o unyudenmuma y 2023. 200unu

kink”. Ha oBoj muiatdopmu ce TpeHyTHO MOTy NpoHahv MHTEPAKTHBHU CapKaju BE3aHU 3a
TeMYy (QHUIINHTA, Kpenpama 1 6e30€THOCTH JTO3MHKH, 0€30€AHOCTH Ha JPYIITBEHHUM Mpexama,
paHCcOMBep Hamaza, Kpewpama pPe3epBHHX KONHMja MOAaTaka, COLMjATHOT HWHKEHEPHHTa,
0e30eaHOCTH KOopHInhema oTBopeHor Oexnunor natepuera (Wi-Fi), 6e30eanujer kopuinhema
MOOWIHHX TesedoHa M 3Ha4Yaja aKypupama OlepaTUBHUX cUCcTeMa, cOTBEpa U aluIMKaIlyja.
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